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Abstract

Digital health has the potential to improve health-care delivery and population health outcomes. To ensure equitable benefits, its development
and implementation must address potential health inequities arising from biased technologies and systemic factors. A scoping review used a
sociotechnical lens to examine how equity is considered in digital health regulation, implementation and evaluation within the WHO European
Region. Equity is increasingly acknowledged in digital health, but its integration into practice remains inconsistent. Regulatory frameworks
primarily emphasize safety, privacy and performance, with limited focus on inclusion of underserved populations or adaptability to low-
resource settings. Implementation strategies often overlook structural barriers. Standardized equity metrics and robust bias auditing for
artificial intelligence-driven technologies are lacking. The review highlighted the need for an equity-by-design approach to embed equity
throughout the digital health life cycle. Advancing equity requires inclusive governance, participatory design and cross-sectoral collaboration.
Recommendations include establishing a shared understanding of equitable digital health, integrating equity metrics into maturity models,
and reinforcing regulation, governance and sustainable financing. The Region is positioned to lead harmonization efforts and support Member
States to embed equity within digital health policies and practices, ensuring that digital health contributes to improved health outcomes,
stronger health systems and reduced health inequities.
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Executive summary

L/

Introduction

The digital transformation of health systems has rapidly accelerated since the
coronavirus disease (COVID-19) pandemic, reshaping how people connect, access
information and engage with health services. Digital health and artificial intelligence (Al)
offer a transformative potential to prevent poor health and improve health-care access
and efficiency, as well as patient outcomes. Ensuring equity in digital health systems
is essential to avoid further marginalizing disadvantaged populations and to support
innovation that can help reduce health inequities.

WHO highlights equity as a priority in the Global strategy on digital health 2020-2025
and Regional digital health action plan for the WHO European Region (2023-2030). While
regulations, frameworks and guidance for digital health increasingly reference equity,
it is unclear whether the narratives are limited to high-level statements of principles
or effectively embedded into digital health design and implementation.

To address this gap, Public Health Wales (United Kingdom)], conducted a scoping review
to assess how equity is incorporated into the regulation, implementation and evaluation
of digital health systems. The review aims to provide insights to support efforts to
strengthen equitable digital health systems across the WHO European Region.

Methods

A thematic appraisal based on a sociotechnical framework was conducted to examine
the consideration of equity across technical (digital infrastructure, data and digital tools)
and social (access to digital technology, digital skills and user engagement) components
of a digital health system. A search of peer-reviewed and grey literature published
between 2015 and 2024 identified 154 relevant articles. A scoping review was conducted
to answer the following three questions.
1. To what extent is equity incorporated into regulations for digital health across
the WHO European Region and globally?
2. To what extent is equity incorporated into the implementation or evaluation of
digital health across the WHO European Region and globally?
3. What are the implications of the findings towards ensuring equitable benefit
from digital health innovation?



Types of evidence

A total of 154 publications (50% each academic and grey literature) were included in
the review, of which the majority focused on a single topic (28% on implementation
of digital health, 14% on evaluation and 6% on regulation), and 40% featured both
implementation and evaluation. The publications primarily originated from the WHO
European Region (45%), followed by North America (34%), global organizations (14%)
and Member States of other WHO regions (8%).

Across the publications, no consistent terminology or framework was used to describe
disadvantaged or marginalized populations. Discussions of equity most commonly
referred to ethnicity (63%), age (60%), disability (55%) and urban/rural residence (51%).
Some articles considered the intersectionality of equity, reflecting a growing awareness
of the compound effects of the multiple overlapping forms of disadvantage. However,
equity in digital health largely focused on demographic groups in silos, with little
consideration of interactions between groups or with the social and digital determinants
of health.

Although some publications discussed equity in terms of digital health development
and deployment, the emphasis varied from high-level generic statements to guidance
on the specific technical/social components of a digital health system. The principles
of a whole-system approach (e.g. equity by design) were inconsistently applied, which
may inhibit the systematic integration of equity into digital health development and
deployment in practice.

Results

6’ Equity in digital health regulation

Regulations often considered the hardware and software resources needed
to deploy digital health innovation effectively but lacked consideration of equity in the
digitalinfrastructure. Interoperability was recognized as good practice, but it is not yet
mandated. Regulatory frameworks for data emphasized individual privacy protections
and accountability (such as the European Union (EU) General Data Protection Regulation
and EU Artificial Intelligence Act and the United States of America Health Insurance
Portability and Accountability Act). However, they lacked consideration of the meaningful
involvement of vulnerable or marginalized populations in personal data protection.

vii
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Within the regulation of digital health technologies (DHTs), equity was primarily
considered within safety, effectiveness and performance, with equity in bias and
fairness largely limited to ethnicity and gender. Recently, several legislative efforts,
including the EU’s Data Governance Act and Artificial Intelligence Act, have aimed to
enhance transparency, promote ethical data use and reduce algorithmic bias. These
regulatory frameworks are promising steps towards equity-aware governance, but lack
enforceable mechanisms for equity in the design and implementation of digital health
tools. No evidence was identified on equity in digital health tools post deployment,
even though post-market surveillance of digital health tools is mandatory to monitor
safety and effectiveness. Without specific requirements for equity-focused monitoring
and evaluation, potential equity issues may go unrecognized or unaddressed, thereby
reinforcing exiting health disparities.

Current regulations for digital health tools do not address the inclusion of digital
access or skills in patients and health professionals. Although some regulatory
frameworks do address accessibility, trust and usability, they do not fully incorporate
equity considerations, particularly for marginalized populations. There is a need for
regulations that explicitly ensure accessibility, build trust and promote sustained use,
with a focus on inclusivity and cultural sensitivity across diverse groups.

é’ Equity in digital health implementation

Implementation frameworks incorporating the technical and social aspects of
a digital health system were identified, but varied considerably in their emphasis on
equity and methods for improving equity.

Guidance to support the implementation of digital health frequently acknowledges the
importance of having the appropriate digital infrastructure. For example, DHTs should
be designed to function on basic digital systems and in low-bandwidth settings to ensure
their usability in resource-limited environments and among marginalized populations.

Complementary initiatives that promote the implementation of inclusive digital health,
including guidance on data governance (e.g. STANDING Together’s collaborative
recommendations and the sustainability, accountability, fairness, explainability and data
responsibility (SAFE-D) principles) and digital systems [e.g. the findability, accessibility,
interoperability and reusability (FAIR] principles), increasingly emphasise equity by
design. Numerous implementation frameworks have also been developed to support
equitable access to technology, digital skills and user engagement.



Although several implementation frameworks focus on equity (e.g. the Digital
Healthcare Equity Framework and the Health Equity Impact Assessment tool), evidence
on their effectiveness in driving change towards equitable digital health systems
remains limited.

While the available implementation guidance spans the technical and social domains
of a digital health system, the examples identified represent good practice only. There
are nocommon minimum requirements for equity across the implementation of digital
health, and accountability for ensuring equity in digital health implementation is unclear
(e.g. quality improvement roles, regulatory oversight].

(\’ Equity in digital health evaluation

Evaluation frameworks did not consistently or comprehensively include
interoperability across different digital infrastructures, and few considered equity in
adaptability (e.g. how well a tool can adapt to the needs of diverse users) or scalability
(e.g. whether a tool remains accessible and effective for underserved groups as its
reach is expanded).

Underrepresentation of those at greater risk of experiencing inequity makes it difficult to
evaluate the effectiveness of digital health across different populations. Al-driven health
technologies require more rigorous equity evaluations, but bias audits, fairness checks
and transparency mechanisms for Al-driven health care remain largely aspirational.

Equity-focused indicators are often lacking in routine monitoring and evaluation
frameworks for digital health, reducing the ability to detect and track disparities, or
adjust interventions for inclusive impact. The use of approaches such as the Health
Equity Impact Assessment tool, may inform a framework to capture both the technical
and social domains of digital health, but representative data and qualitative insights
from diverse user groups are essential to support the evaluation of more inclusive and
equitable digital health system.

Use of the evaluation of digital health to inform implementation drew largely on health
technology assessments, which focus on clinical effectiveness, cost-effectiveness
and safety. Strengthening such tools to better embed equity considerations would also
support more inclusive and equitable evaluation of digital health systems.

The lack of real-world impacts of equity-focused digital health evaluations highlights
the importance of case studies and shared learning on how evaluation frameworks
influence equity in digital health deployment within complex systems.



Considerations

As the understanding of equity in the context of digital health continues to evolve,
regulators, policy-makers and health systems are increasingly adopting measures
to prevent and address potential inequities arising within digital health systems. This
review highlights the complexity of achieving digital transformation in health while
ensuring equity, and considers the need for a whole-system approach that moves
beyond high-level principles towards actionable strategies and measurable outcomes
to promote equity in digital health transformation. To support this effort, the review
identified the following considerations across key cross-cutting areas to advance equity
in digital health across the WHO European Region.

Moving towards an equitable digital health system

* Develop a shared understanding of what an equitable digital health system
consists of to address fragmentation and lack of coherence in digital health
policies and support a comprehensive approach to ensuring equity is
embedded into digital transformation. Without coordinated efforts, there is
a risk that fragmented interventions will contribute to a cumulative digital
health equity gap.

* Develop a common definition of core equity domains and measures of equity
in digital health systems, to facilitate evaluation and shared learning across
the Region.

Using tools and frameworks to operationalize equity

* Develop a maturity matrix for an equitable digital health system to support
countries to identify and address equity gaps within their unique digital and
health system contexts.

» Define interoperable minimum equity standards across the technical and
social components of a digital health system (e.g. data standards for equity,
user-centred design), and ensure effective governance structures for
implementation.

e Promote the use of tools to support the development of equitable digital health
systems (e.g. equity-by-design principles, equity impact assessment tools),
and facilitate shared learning and knowledge transfer to support scalability.



Strengthening regulation, governance and financing for
digital health equity

¢ Promote the harmonization of equity-focused regulatory frameworks and
strengthen requirements for inclusive design and deployment (e.g. equity by
design) to ensure that digital health innovation prioritizes equity.

¢ Strengthen governance and accountability for equity in digital health systems
by:

o ensuring oversight of digital health tools after deployment through
standardized monitoring and evaluation frameworks for access and
outcomes across population groups, and capturing the underlying drivers
of differences in real-world settings.

o implementing sustainable financing and reimbursement mechanisms to
promote inclusive innovation, for example, by incentivizing developers to
demonstrate how their tools address the needs of underserved populations
and reduce health disparities.

e Address technological and market power imbalances to ensure equitable
access to digital health solutions for all.

Building capacity and cross-sectoral collaboration for
digital health equity

¢ Bring together interdisciplinary teams across digital, data, clinical, social,
lived experience to ensure representation across diverse backgrounds
(e.g. gender, ethnicity) to protect against unconscious bias.

e Establish communities of practice and implementation science networks
to share learning and support equity-focused implementation of digital
health through dissemination of standardized frameworks, tools and lessons
learned.

e Collate and implement best practice approaches to support active
engagement in the development and implementation of digital health tools
and systems to ensure equity and build trust across the public, professionals
and communities.

e Advocate for digital health equity by levering international research and
supporting policy experimentation and engagement across government,
academia and public sector to build more equitable digital health systems.
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2 Equity across the regulation, implementation and evaluation of digital health: scoping review

1.1 Background

Digital transformation is reshaping health systems across the WHO European Region.
As digital technologies become increasingly central to how people access information,
connect with services and engage in their own care, digital health has emerged as
a key enabler of health system strengthening (7,2). It offers the potential to improve
health outcomes, increase efficiency and improve access to health services. However,
without explicit considerations on equity, digital health innovation risks reinforcing or
exacerbating existing health inequities (3-6]. Box 1 contains the definitions of digital
health and equity used in this report.

Box 1. Definitions used in the report

Digital health: the field of knowledge and practice associated with
the development and use of digital technologies to improve health. It
expands the concept of ehealth to include digital consumers and a wider
range of smart and connected devices. It also encompasses other uses
of digital technologies for health such as the internet of things, advanced
computing, big data analytics and Al, including machine learning and
robotics (2,4). Within this review, specific terminology related to digital
health is used as follows.

* Digital health innovations: this refers to novel or emerging DHTs,
methods or approaches that represent advancements over existing
technologies or practices.

* Digital health tools: this term is used broadly to cover technologies
that support health and health-care delivery.

* DHTs: this term is used specifically when referring to tools that
are evaluated or discussed within regulatory, implementation or
evaluation frameworks.

* Digital health solutions: this term is used to emphasize integrated
or user-facing applications of DHTs that provide health services or
interventions.

Equity: the absence of unfair, avoidable or remediable differences
among groups of people, whether they are defined socially, economically,
demographically, geographically or by other dimensions of inequity
(e.g. gender, sex, ethnicity or disability) (7).

- J

Al: artificial intelligence; DHT: digital health technology.




1. Introduction

WHO has a critical leadership role in building consensus across the field of digital
health. Building on its Global strategy on digital health 2020-2025, which has equity as
a core principle (2], WHO has developed a suite of technical guidance and regional
initiatives to support countries in implementing inclusive, rights-based digital health
systems (8,9). Central to these efforts is the understanding that accessible, ethical
and inclusive digital health innovations are critical to advancing universal health
coverage and achieving the health-related Sustainable Development Goals (70,77). In
the WHO European Region, this commitment is further reinforced through the Regional
Digital Health Action Plan for the WHO European Region 2023-2030 (document EUR/
RC74/8) (9), as adopted by the Seventy-second session of the Regional Committee for
Europe in resolution EUR/RC72/R2 (12]. The Action Plan prioritizes raising awareness of
equity in digital environments and proposes the development of a European framework
to measure digital health equity.

In support of this vision, Public Health Wales (United Kingdom) conducted a
comprehensive scoping review of the extent of digital health inequities across the Region
across 10 different domains of equity, extending beyond age, deprivation and sex (4). The
review highlighted that populations with greater health needs and language barriers
experience significant obstacles to engaging with digital health technologies (DHTs)
due to limited access to technology, digital literacy challenges and poor engagement
with DHTs and services that often fail to meet user needs.

Rapid advancements in digital health systems require continued efforts to better
understand how digital health can impact health equity. Beyond issues of digital
exclusion and literacy, the growing integration of data-driven tools and artificial
intelligence (Al) brings new challenges to ensuring equitable digital health across
health systems (13). For example, certain populations are underrepresented in health-
care data, resulting in the development of biased DHTs that do not perform well across
different population groups (74). Additionally, disparities in digital infrastructure can
cause regionalinequities in the implementation of innovations (4]. Achieving an equitable
digital health system requires consideration of factors at the individual, community and
system levels to ensure that the development, deployment and funding of DHTs serve
all population groups (15,76).

In recent years, there has been an important increase in guidance, frameworks and
regulatory initiatives designed to support the development of equitable digital health
systems (1,17-21). While this growing recognition is encouraging, it remains unclear
whether the narrative is limited to high-level statements of principles or whether these
principles are being translated into practical tools to ensure that equity is effectively
embedded into digital health innovation.

3
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Equity across the regulation, implementation and evaluation of digital health: scoping review

In response to this challenge, this scoping review examines how equity is incorporated
into the regulation, implementation and evaluation of digital health systems. By applying
a sociotechnical approach (22,23), the review explored equity considerations across six
digital health components to identify gaps and opportunities for strengthening equity
in digital health systems across the WHO European Region and beyond.

1.2 Methodology

A'scoping review of peer-reviewed literature published in English between January and
June 2024 was conducted to identify articles on the regulation, implementation and
evaluation of digital health systems. The time frame was selected to align with adoption
of the Sustainable Development Goals (70) and capture the accelerated advancements
in digital health innovation following the coronavirus disease (COVID-19) pandemic. The
geographical scope focused on the WHO European Region, but relevant publications
from other regions or countries that had an abstract or executive summary published
in English were included.

The database search yielded 6671 papers and a further 110 sources were obtained
from grey literature searches of relevant websites and suggestions from stakeholders.
After removal of duplicates, 5236 academic papers were screened by title and abstract,
of which 4920 were excluded. Including grey literature, a total of 424 full-text records
were assessed, of which 77 academic articles (5,6,15,20,24-96) and 77 grey literature
sources [1-4,13,17-19,97-165] met the inclusion criteria. Annex 1 provides full details
of the methodology.






6 Equity across the regulation, implementation and evaluation of digital health: scoping review

2.1 Overall findings

Equity was considered across six key components of a digital health system (Fig. 1).
Of these, the three technical components (Digital infrastructure and systems, Data,
and Digital health tools) influence the development, deployment and outcomes of
digital health innovations. The three social components (Access to digital technology,
Digital skills for health, and Use and engagement) consider how digital health impacts
individuals, communities and societies and determine the uptake, adoption and overall
effectiveness of digital health innovations.

Fig. 1. Technical and social components of a digital health system

Towards equitable digital
health implementation

Use and engagement
n
o
Digital skills for health e
Access to digital technology
Digital health tools
o'
(2]
=
=
=
Digital infrastructure and systems

2Considered across the general public, patients, carers and health professionals.

Itis important to consider that progress towards digital health systems will be limited
by financial barriers, both at system level, through health-care financing, and at
individual level, particularly for direct-to-consumer DHTs. Inadequate funding for digital
infrastructure, procurement and deployment of DHTs, and access to digital platforms



2. Results

can hinder digital transformation. Without sustained public investment and equitable
reimbursement mechanisms, these financial limitations risk reinforcing existing health
inequities and restricting the reach and impact of digital health innovations (2,98, 99).

2.1.1 Overview of search results

The most common article types included in the scoping review were technical
guidance (25.3%], literature reviews (20.1%) and implementation frameworks (16.9%).
The publications were primarily from WHO European Region (44.8%), including the
European Union (EU), Austria, Denmark, Finland, France, Germany, Greece, Israel,
the Netherlands (Kingdom of the), Norway, Spain, Sweden, Switzerland and the
United Kingdom. Other articles were from the WHO Region of the Americas (33.8%),
global organizations (13.6%) and other countries, including Australia, India, Japan,
Republic of Korea, Singapore and South Africa (7.8%). Most publications focused on
implementation only (27.9%) or evaluation only (13.6%), with fewer addressing regulation
(4.8%). Over one third focused on both implementation and evaluation (39.6%).

Although all publications included in the review considered equity, they did not use
the same terms to describe the population groups of interest within the context of
equity. Of the publications that explicitly referred to specific population groups, 26.0%
reported on 10 or more equity domains, 35.7% on between five and 10, and 38.3% to
less than five. The most frequently addressed equity domains were ethnicity (63.0%)
and age (60.4%), followed by disability (55.2%) and urban/rural residence (51.3%). Other
commonly considered domains were language (50.6%), deprivation (50.0%), social
capital (48.7%) and gender (42.2%) (Fig. 2).

In publications focused on regulation, the main subdomains considered were age,
ethnicity, disability and urban/rural residence. Publications focused on implementation
most commonly included ethnicity, age, deprivation and disability. Those focused on
evaluation also frequently included disability, age, language and ethnicity. In contrast,
domains such as employment status, religion and sexual orientation received less
attention, highlighting persistent gaps in how equity is addressed in digital health
research. While this review analysed sex and gender as separate domains, both were
both frequently combined and reported together as sex/gender as a main equity domain.
This highlights challenges around the nuanced use of these terms (i.e. the difference
between sex and gender is not clearly understood and defined) and also the limitations
in disaggregated reporting in the existing literature (Fig. 3).

7
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Fig. 2. Coverage of equity domains in the identified publications
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Fig. 3. Coverage of equity domains and subdomains in publications on the regulation,
implementation or evaluation of digital health systems
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2. Results

2.1.2 Equity considerations in digital health

The review investigated how equity is considered within the existing regulatory,
implementation and evaluation guidance for digital health across six key components
of a digital health system:

e digital infrastructure and systems
* data

e digital health tools

* access to digital technology

* digital skills for health

* use and engagement.

Equity by design was identified as a cross-cutting theme. Annexes 2 and 3 provide
overviews of the challenges, current approaches and recommendations for the
regulation, implementation and evaluation of digital health systems.

2.2 Digital infrastructure and systems

The infrastructure and systems component of digital health relates to the foundational
hardware, software, networks and systems that enable the operation, integration and
delivery of digital health solutions or services. These support the collection, storage,
processing and transmission of health-related data, and facilitate interactions between
patients and health-care providers.

The review identified three subthemes that consider equity: digital and computing
infrastructure (section 2.2.1), interoperability (section 2.2.2) and adaptability and
scalability (section 2.2.3).

2.2.1 Digital and computing infrastructure

, Definition
This subtheme relates to the technological foundation that supports the

development, deploymentand integration of DHTs. The infrastructure includes
both the hardware (e.g. servers, networks, devices) and software (e.g. platforms,
applications, databases) that enable these technologies to operate smoothly, securely
and at scale, while also allowing for continuous innovation and improvement (7).

9
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The underpinning digital infrastructure is key to ensuring digital health equity,

given that it determines who can access, use and benefit from digital health
innovations. High-quality infrastructure enables broader accessibility, better usability,
and more reliable and secure services, thereby ensuring that digital health solutions
reach and benefit diverse populations, including those who are often excluded from
traditional health services (700).

ﬂ Why is this important for digital health equity?

X¥ How is equity considered in the current approaches?
== Regulatory bodies and frameworks, standards and evaluation tools often
consider the essential hardware and software resources needed to effectively
implement or deploy digital health innovations (7,2,79,100-108). However, there was
little mention of equity in terms of digital and computing infrastructure requirements.
Equity considerations around the digital and computing infrastructure for
implementation of digital health systems highlight the importance of designing DHTs
that promote digital inclusion to better serve marginalized populations (7103,709). This
includes creating tools that work with simpler technology, are compatible across
operating systems, support multiple users on a single device and do not rely on a
high internet bandwidth (25,770,7717). Implementation of digital health within large
health systems requires systematized tools to prevent resource disparities, alongside
a thorough understanding of the local infrastructure, government policies and
existing initiatives [170,766). Developers need to clearly specify the infrastructure and
technology requirements for deployment, given that regional capabilities and field
conditions may impact system functionality (100,102,103,108,112,113). This includes
the necessary expertise for operating these systems, particularly in environments
where infrastructure is limited or data systems are still maturing (7,704). This is
particularly important for data-driven technologies because inter-country disparities
canwiden the gap between low- and middle-income countries (LMIC) and high-income
countries (13,104,114]. For example, limited data availability in LMIC increases the risk
of bias. Many Al models are trained on datasets from high-income countries that do not
accurately represent LMIC populations, especially in areas concerning ethnic minorities
and women’s health (24,114,115).

Health equity assessment tools for digital health services such as the Health Equity
Impact Assessment tool (103), evaluate both strengths and barriers of the infrastructure
needed to implement digital health services. Equity assessment tools can help to identify
gaps and propose solutions to help to ensure that digital health tools are accessible,
inclusive and equitable (5].
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What else needs to be done?
A few guidelines highlighted the importance of including information on

the minimum infrastructure requirements for implementing or deploying
DHTs (107,110,116,117]. However, they did not provide specific details on what this
entails. Clearly defining these requirements is valuable for assessing the feasibility,
generalizability and replicability of DHTs to support equity, especially in contexts where
the infrastructure may be less advanced than in the original setting (2]. Based on the
existing evidence, key infrastructure requirements may include:

* expanding digital access in underserved areas to ensure reliable and affordable
broadband services for all populations (e.g. policies to subsidize or regulate
pricing for high-speed broadband internet, reimbursement mechanisms) (25,27,
110,118-120);

* public Wi-Fiaccess via digital hubs or free Wi-Fiin health and care settings (28,29,
111,117);

* device provision or purchase/lending programmes to improve access (6,27,
30,121);

* interoperable and accessible platforms to facilitate seamless data
exchange (17,18,31-39,99,105-107,122-126);

* multilingual resources to support diverse populations (4,5,28,40,41,108,116,
120,127);

* assistive technology (e.g. screen readers, closed captions, read-aloud options)
for accessibility (29,42-46,120,124,127-130);

* robust cybersecurity and privacy measures to protect patient data (79,20,26,
27,123,131,132); and

e community support, such as digital champions or patient navigators
and digital literacy training, especially for individuals with limited digital
skills (25,28,36,41,47,129,133,134).

Key message
Digitalinfrastructure is an important contributory factor for equitable access

to digital health innovation. Although some guidelines for the development
and deployment of DHTs do consider this, no common standards or minimum
requirements for equity within the digital infrastructure were found to support the
scalable implementation of DHTs towards creating an equitable digital health system.

"
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2.2.2 Interoperability

‘ Definition
G Interoperability is the ability of different systems and technologies to

share data seamlessly, thereby ensuring that health-related information is
accessible, meaningful and usable across various components of the health system.
Suchinterconnectedness is crucial for delivering coordinated care, empowering patients
and improving equity (2). However, the digital health landscape remains fragmented:
many health systems still rely on disconnected small datasets, which hinders effective
data exchange, processing and interpretation (7,767). As the world becomes more
interconnected, health-care information must be accessible across borders and beyond
traditional care settings (17). WHQ's Global strategy on digital health 2020-2025 promotes
syntactic and semantic interoperability, that is, the ability of systems to exchange data
using common structure (syntactic) and to interpret and understand the meaning of
the data consistently across systems (semantic) (2).

Interoperability can promote digital health equity through a number of routes

including by enabling data aggregation across systems to identify health
inequities; informing targeted interventions for marginalized or stigmatized groups
(e.g. patients with HIV/AIDS) (100,115]; supporting comprehensive care delivery for
underserved populations (767); and enabling patients to access their health records
(e.g. through health apps linked to health-care data), thus empowering them to manage
their health more actively (768).

B Why is this important for digital health equity?

X¥ How is equity considered in the current approaches?
== |nteroperability is becoming an increasingly key factor in the regulation
and implementation of digital health. Regulatory frameworks (124],
organizations (2,100,118,135] and standards (105-107) are placing greater emphasis
on ensuring that digital health systems can communicate and share data securely
and seamlessly. While standard compliance is not mandatory, it is often considered
during the implementation of digital health systems to facilitate the use of digital public
goods across different platforms and systems (70,737). Europe is taking significant
steps towards improving interoperability through both EU-wide and national policy
initiatives (99). For example, in Germany, in order to be listed in the Digital Health
Applications directory, manufacturers must demonstrate interoperability in areas
such as data exportability and integration with electronic patient records (124). The
European Health Data Space aims to create a unified framework for securely sharing
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health data across EU Member States. By improving access to health data, it seeks to
reduce disparities in health-care resources, research, and digital health innovations,
fostering equitable access for all Member States (99). The interoperability of DHTs is
often evaluated in health technology assessments (e.g. whether the DHT complies with
regional standards and regulations and system compatibility, and how well it integrates
with existing health-care information technology systems) (33,131,136).

What else needs to be done?
Incentivizing interoperability is a proposed approach to encourage the

seamless integration of systems. This would involve establishing a strong legal

and regulatory framework that guarantees data protection, confidentiality and
integrity of personal health data, and system availability (99), all of which are particularly
important for marginalized and stigmatized populations (700). Data exchange can be
greatly improved through multistakeholder cooperation on issues such as the correct
use of terminology that defines unambiguous vocabularies for the communication
of health-related information (e.g. 11th revision of the International Classification
of Diseases (169)) (48] and globally aligned open standards (e.g. Fast Healthcare
Interoperability Resource standards (170)) (49,99,113,137). Incorporating data on social
needs and social determinants of health into these standards has been proposed as a
strategy to promote health equity (49,50).

While interoperability is an important consideration across implementation and
evaluation, there needs to be clearer frameworks to assess interoperability readiness
between digital health systems. The wider adoption of a global interoperability maturity
model that considers digital inclusion as a core aspect of interoperability is needed to
ensure that no one is left behind due to systemic barriers such as access to technology
and low-resource environments (126).

Key message
Interoperability is key to advancing digital health equity by enabling seamless

data exchange, coordinated care and patient empowerment; along with
the collection and integration of data on the social determinants of health, it can be
a powerful tool for tackling health inequities. While interoperability is increasingly
recognized, globally aligned standards are needed to support good practice and ensure
data protection and equitable access.

13
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2.2.3 Adaptability and scalability

’ Definition
G Adaptability and scalability are interrelated subcomponents that are key to

the effectiveness and sustainability of digital health solutions. Adaptability
relates to the ability of health technologies, systems and practices to adjust and
respond effectively to changing conditions, user needs and emerging technologies (104).
Scalability relates to the capacity of health technologies and interventions to expand
effectively to accommodate growing numbers of service users, data or geographical
areas without compromising performance or quality. Scaling up digital health
tools requires consideration of the need to increase the size and complexity of the
infrastructure and data, alongside a potential increase in support to address user
needs (34,104,127,138). For example, scaling up digital mental health services to meet
the rising demand among young people illustrates how scalability intersects with equity
and resource allocation (177).

Both subcomponents enable DHTs to meet the evolving demands of health

systems and users, support equitable access to care, and improve outcomes
for all, regardless of socioeconomic status or geographical location (7172). Scalability
efforts commonly focus on easy-to-reach populations, with hard-to-reach groups
coming last. In contrast, an equity-first approach that prioritizes interventions for
the most underserved populations from the outset can be both more inclusive and
more cost-effective in reducing health disparities, thereby strengthening the case for
equitable investment (173].

ﬂ Why is this important for digital health equity?

How is equity considered in the current approaches?

Ensuring that DHTs can perform at scale (referred to as load testing] is
not explicitly required by regulations. However, it is considered best
practice and supports compliance with security, performance and reliability
standards (105-107,138,139). Implementation guidance is limited and mainly focuses on
ensuring that DHTs can be scaled up effectively, particularly in LMIC where the technical
infrastructure is less mature (702,104). The mHealth Assessment and Planning for
Scale Toolkit is a valuable resource for scaling mobile health (m-health] interventions
in low-resource settings (104). It helps implementers and policy-makers to plan for
large-scale, sustainable m-health programmes that are accessible, equitable and
impactful. The Toolkit emphasizes the importance of assessing the current status of the
m-health initiative, including infrastructure, human resources and funding, identifying
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key barriers to scalability, and providing solutions. It also highlights the importance of
capacity-building for long-term success, offers guidance on monitoring and evaluating
progress, and prioritizes equity to ensure that interventions reach marginalized and
underserved populations (7102).

Although the identified literature highlighted the importance of designing DHTs to be
adaptable to the needs of different populations or users (6,25,36,127], these tended to be
described at high level with limited practical guidance on how to design for adaptability
orimplement it effectively.

What else needs to be done?
WHQO's Global strategy on digital health 2020-2025 promotes the appropriate

use of digital technologies as “digital public goods which are adaptable
to different countries and contexts to help address key health system challenges to
support equity in access to digital resources” (2]. To achieve this aspiration, there
needs to be greater emphasis on adaptability of digital health tools to meet the
usability needs of populations at risk of health inequities (section 2.4.1). This includes
technical factors (e.g. network coverage), accessibility factors (e.g. auditory, motor
or visual disabilities) and social factors (e.g. language, literacy, ethnic minorities,
sexual and gender minorities, socioeconomically disadvantaged communities, rural
populations) (36,127]. For Al/machine learning technologies, minimizing the risk of
bias is crucial before deployment at scale to prevent exacerbating health inequities
(e.g. ethnicity disparities) (57-53). As technology evolves, regulatory frameworks should
allow for iterative improvements and updates to data-driven systems, particularly as
they expand into new regions or health-care settings.

Key message
Considerations of scalability and adaptability are essential to ensuring that

digital health innovations are accessible to all, equitable, and effective across
diverse populations and settings. While the guidance highlights the importance of
scalability, there is limited practical direction on designing adaptable DHTs. Clearer
guidelines are needed to ensure that DHTs can be modified, tested and approved to suit
different contexts while maintaining their safety and effectiveness.

15
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2.3 Data

The data component of digital health relates to patient and public data within electronic
health records, administrative systems or public/user-generated data such as
wearable devices.

The review identified three subcomponents that consider equity: data governance,
privacy and security (section 2.3.1); transparency and accountability (section 2.3.2);
and data quality (section 2.3.3).

2.3.1 Data governance, privacy and security

‘ Definition
G Data governance encompasses the frameworks, policies and procedures

that ensure that health data are accurate, reliable and accessible while
maintaining their integrity and quality (174-176). Privacy safeguards an individual's
rights to control their personal health information by ensuring that it is collected, used
and shared with their consent and in compliance with data regulations (127). Security
involves safeguards such as encryption and access controls to protect data from
breaches and misuse (54]. Together, these principles ensure ethical data management
in digital health.

Data governance, privacy and security are essential for achieving digital

health equity by ensuring accessibility, inclusivity and trust across diverse
populations (177). These principles safeguard marginalized communities from data
misuse and discrimination while fostering trust through privacy-by-design standards
established by regulations such as the EU General Data Protection Regulation
(GDPR] (778), United States of America Health Insurance Portability and Accountability
Act [179] and EU Artificial Intelligence Act (17,124,127,140,180). Clear, transparent
standards developed with community engagement and guided by user-centred design
principles further strengthen this trust (section 2.4.1).

ﬂ Why is this important for digital health equity?

Without effective data governance, data-driven DHTs risk excluding vulnerable
groups and exacerbating health inequities. For example, low-income populations,
minority groups and individuals with chronic conditions face increased risks from poor
governance, security breaches and privacy violations (700,727). Inadequate governance



2. Results

can also enable data use that does not contribute to health equity or broader public
value, such as applications driven by commercial interests rather than public health
goals (55,104). Implementing equitable data governance frameworks not only protects
these groups but also fosters trust and promotes ethical data management throughout
the data life cycle (187).

How is equity considered in the current approaches?

Digital health governance remains highly fragmented, with varying regulatory,
implementation and evaluation approaches across different regions. While
some frameworks prioritize privacy, consent and security, the broader equity
dimensions of digital governance, including collective community rights, accessibility
and protections for vulnerable populations, are often overlooked.

Regulations such as the European GDPR (179,124,178, United States Health Insurance
Portability and Accountability Act (100,727,179, and the EU Artificial Intelligence
Act (21,35] emphasize the importance of embedding privacy protections into the design
and deployment phases of digital health systems and of ensuring compliance with
privacy standards, transparency and ethical considerations, particularly for Al-driven
applications. However, while these frameworks provide essential safeguards, they
do not consider equity in data governance, particularly in ensuring community-level
protections and equitable access to digital health innovations. There is growing
recognition of the need for equity- and rights-based principles to balance individual
and collective perspectives (20,56,57). This shift is reflected in frameworks such as
WHQO'’s Regulatory considerations on artificial intelligence for health, which emphasizes
safeguarding the dignity and autonomy of vulnerable groups by mitigating the risk of
discrimination and economic exploitation (79).

Despite progress in digital health, significant gaps in global governance remain (2]. Many
LMIC lack strong regulatory oversight, making them vulnerable to data exploitation by
wealthier nations (20,58). Some national policies, such as the one implemented by
India’s National Health Systems Resource Centre, have begun incorporating ethical
governance principles to promote fair data use (58). Additionally, the integration of
indigenous governance models in Australia into digital mental health programmes
demonstrates how community-led approaches can strengthen data stewardship and
trust (42).

Despite regulations, their inconsistent implementation may exacerbate inequities.
Governance models for Al-driven technologies raise concerns over autonomous
decision-making, bias and patient consent (20,53,59). Privacy-by-design approaches
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(such as data protection impact assessments and encryption) offer safequards (43), but
marginalized communities remain underserved due to limited digital literacy and trust
issues (60). Participatory approaches are crucial for equitable implementation, yet many
governance models assume fairness without proactive enforcement, leaving barriers
intact (3,18,109,117,141). This gap is further compounded by a lack of bias-auditing
mechanisms in governance for Al-driven technologies, which risks reinforcing existing
disparities (26,61). Disaggregated data collection (e.g. by gender, ethnicity or rurality)
is essential for identifying inequities (7142)", with guidelines such as the sustainability,
accountability, fairness, explainability and data responsibility (SAFE-D) principles
(section 2.4.3) and people-centred digital health strategies promoting data fairness,
accountability and inclusive design (114,119,142).

What else needs to be done?
Global governance frameworks must go beyond individual protections

to include collective data rights to ensure community-driven decision-
making (20,62,63). This broader approach is essential to advancing equity in digital
health because it promotes community participation, addresses structural power
imbalances, and strengthens legitimacy and accountability in data use (62). Embedding
collective rights ensures that digital health systems are responsive to the needs of
underserved and historically marginalized populations, thus ultimately supporting
more inclusive and equitable health outcomes (43].

Regulatory measures should address commercialization risks by preventing
corporations from prioritizing profit over public health goals (20). This includes
preventing data exploitation and reinforcing ethical Al use in health. Strengthened
security and ethical safeguards such as anonymization, encryption and localized
storage are vital to protect patient privacy and uphold data sovereignty (17,43,58,64,123).

Current frameworks often provide generic protections but fail to address practical
barriers for marginalized or vulnerable groups, including children. Privacy protections
should prioritize transparency, with consent mechanisms that accommodate individuals
with low literacy or visual impairments and align with regulations such as the EU’s
GDPR and United States Health Insurance Portability and Accountability Act (43,178,179).
Participatory governance is essential, with underrepresented populations playing a role
in shaping how their data are collected, used and protected (43,62).

The reference relates to two publications on the same topic that were publishedsimultaneously (182,783).
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Building public trust requires user-centred design and culturally sensitive approaches
to ensure that digital health tools are accessible, usable and relevant across diverse
populations (30,97,109,114,117). Governance for Al-driven technologies must prioritize
transparency, explainability and accountability by incorporating audit trails and bias
mitigation measures (13,17,18,39,61,64,65,66,104,132,143). Ongoing monitoring and
evaluation are essential to ensure that digital health systems remain unbiased and
continue to meet equity goals (67,68].

Lastly, the use of plain language in data policies can enhance public understanding
and trust (3,744), while disaggregated data collection will help to reduce engagement
barriers and enhance representation in digital health systems and, ultimately, advance
equity (97,109,114,142).

Key message
Strong data governance, privacy and security frameworks are key to

achieving digital health equity by ensuring inclusivity and trust across diverse
populations. They must protect marginalized communities from data misuse and
discrimination while promoting transparency and accountability. Beyond individual
protections, governance should uphold collective data rights and embed community-
driven decision-making structures that share power with the populations they serve.
Digital health systems should centre community voices in shaping data practices
and oversight. Governance for Al must emphasize transparency, accountability and
continuous monitoring to align with equity goals. Prioritizing disaggregated data
collection will improve representation and promote digital health equity.

2.3.2 Transparency and accountability

‘ Definition
( N\ Transparency relates to openness and clear communication about the

gathering, processing, sharing and safeguarding of health data and the tools
and algorithms using these data. This requires well-documented data and processing
protocols, supervision and ethical compliance systems to be in place and open to
all (743). Accountability ensures that stakeholders are held responsible for their actions
through legislative regulations and supervision frameworks, open communication,
public examination, and unrestricted access to information (2,745).

19
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Transparency and accountability are crucial to foster trust and address

inequities in digital health innovation. Without transparency, mistrust can
grow, particularly among marginalized communities who may be subject to widespread
stigma and discrimination, such as women and those seeking confidential sexual and
reproductive health support (64,114,115). Transparent and clear communication on data
use, system operations and decision-making can reduce concerns about prejudice,
discrimination and privacy issues while also building trust among various user groups.
Accountability ensures that all stakeholders, including developers, regulators and
health-care providers, are responsible for creating and maintaining inclusive systems
that serve all users, especially those from underrepresented communities.

ﬂ Why is this important for digital health equity?

How is equity considered in the current approaches?

Translating transparency principles into enforceable mandates remains a
challenge because many frameworks rely on voluntary compliance rather
than having legally binding requirements (34,101,105,119,143). Many Al-driven systems
operate as black boxes, with limited requirements for transparency or bias auditing,
thus increasing the risk of inequities (64,66,68,69). Legal frameworks for Al liability
remain unclear. They mainly focus on human accountability (e.g. of developers, health-
care providers) but struggle to define Al-driven harm, particularly in contexts where Al
functions autonomously or makes decisions without human input (35,64).

In Europe, the Organisation for Economic Co-operation and Development’s Al
principles (184], GDPR (178) and other initiatives emphasize transparency. However,
their impact is weakened by inconsistent enforcement and varying implementation
across Member States, lack of patient/public involvement, and conflicting commercial
interests that restrict data-sharing and equitable governance (19,69,99,118,124).
Recently, several legislative efforts, including the EU’s Data Governance Act (785 and
Artificial Intelligence Act (180], have aimed to enhance transparency, promote ethical
data use and reduce algorithmic bias (35,98). These regulatory frameworks represent
promising steps towards equity-aware governance but lack enforceable mechanisms
for equity accountability and remain regionally focused, with limited applicability beyond
the EU.

The implementation of transparency and accountability in digital health faces
significant challenges, primarily due to limited algorithmic explainability (18,79,
26,54,61,65,119), inconsistent bias auditing (48,61,65,65,67,122] and insufficient
patient involvement (3,26,27,62). Data transparency remains a key issue because
users are often unaware of how their sensitive health data are collected, used and/or
shared (26,54,66,67,69,100,120). While efforts to improve Al transparency are emerging,
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they remain incomplete. For example, some Al systems now use saliency maps that
help to visualize decision-making and some hospitals have started establishing Al
accountability departments. However, these initiatives are not yet widely adopted and
remain vulnerable to bias (7). Stakeholder engagement is increasing, with models such
as m-health governance frameworks integrating patient participation into data usage
decisions; however, these remain the exception rather than the norm (62).

Ethical guidelines, such as the United Kingdom'’s Data Ethics Framework (7145, advocate
for transparency through user feedback and explainability but fall short in making equity
a central focus, particularly regarding how digital health tools and systems impact
underserved populations. In contrast, frameworks such as the Ethics guidelines for
trustworthy Al (17) place a stronger emphasis on equity considerations (69,745). Bias
audits and fairness checks remain largely aspirational, as most regulatory-approved Al
tools lack public documentation on how their models were trained, thus limiting scrutiny
and replicability. While some guidelines emphasize transparency, many are more
focused on procedural fairness rather than ensuring equitable outcomes (54,61,66).

Current recommendations emphasize transparency and accountability through user-
friendly designs and secure data handling. However, these guidelines often lack clarity on
how to operationalize equity beyond mere compliance with existing privacy and security
laws (129). Despite increasing discussions about transparency and accountability, most
evaluation frameworks rely on periodic reviews and ethical recommendations rather
than legally mandated oversight. This creates gaps in Al governance, bias mitigation
and stakeholder inclusion that limit the potential of digital health systems to build trust,
fairness and equitable participation (98,707,108].

What else needs to be done?
Ensuring equitable digital health governance requires moving beyond

generic protections and addressing operational gaps in transparency
and accountability. While current legislative frameworks emphasize accountability
in principle, they lack clear mechanisms to define who is responsible for Al-driven
decisions (671,64). Accountability must extend beyond governance structures to
encompass patient rights and autonomy by ensuring that individuals can access and
challenge Al-driven medical recommendations (66). Operationalizing transparency at
system-wide levelis equally critical. For example, privacy, consent and data processes
must be accessible and understandable for all users, particularly marginalized groups.
Alternative or complementary approaches such as community consent may offer
more equitable ways to support community participation and understand community
needs [121,146,147).
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A participatory governance model is essential for preventing exclusionary decision-
making (70). Marginalized and underrepresented communities must be actively
involved in shaping Al and digital health policies to ensure that governance aligns
with equity-focused goals and does not perpetuate existing disparities (13,18,62,148).
Accountability mechanisms must incorporate continuous feedback loops from these
communities to ensure meaningful oversight and the ongoing adaptation of governance
practices (13,19,114,149). More robust regulatory frameworks, enforceable equity
measures and systematic bias audits are needed to fully integrate equity into digital
health governance.

Key message
Transparency and accountability are essential for building trust, ensuring

equity and supporting ethical Al use in digital health. However, governance
frameworks lack clear enforcement, leading to bias and patient distrust. Strengthening
regulatory oversight, implementing external Al audits and requiring explainable models
are crucial steps towards accountability. Equitable digital health governance must
actively engage underserved communities in decision-making and embed enforceable
mechanisms to ensure fairness, inclusivity and long-term resilience in health systems.

2.3.3 Data quality

Definition
In the context of digital health, data encompasses all aspects related to

the acquisition, curation, validation, documentation and utilization of data
to support digital health innovations. Data quality relates to the reliability, accuracy,
completeness, relevance and integrity of the data used to develop, deploy and evaluate
digital health tools. It encompasses dimensions such as dataset composition, data
labelling and validation processes, accuracy and sensitivity in representation, mitigation
of bias, and transparency in data handling and documentation (786,187). Data quality is
a key factor in the algorithmic bias of DHTs (section 2.4.4).

High-quality data are critical to enabling digital equity because they shape the
design, validation, implementation and performance of tools across population
groups. Poor-quality data, including incomplete or biased datasets, can exacerbate
health inequities and lead to inequitable outcomes by misrepresenting or excluding

ﬂ Why is this important for digital health equity?



2. Results

certain populations. For example, missing data or a lack of diverse demographic
representation in training datasets can skew Al-driven health interventions and,
thereby, disadvantage underrepresented groups including ethnic minorities, people
with disabilities, or those living in rural settings (61,71,72,119). Ensuring high data
quality through careful data curation and robust validation mechanisms allows for
equitable health interventions, builds trust in digital health solutions and, ultimately,
reduces health inequities (4,79,33).

How is equity considered in the current approaches?

Despite a growing awareness of data-related risks (3,703,104,139,150),
current regulatory and governance frameworks do not consistently mandate
standards for equity in data practices. Most existing policies do not provide enforceable
mechanisms for addressing data bias or evaluating algorithmic fairness (35,69,73,118).
Frameworks such as the GDPR (7178] provide critical protections for individuals but may
also hinder equitable data-sharing due to restrictions that disproportionately affect
marginalized communities with limited data representation (137).

Health data poverty driven by structural barriers to data collection, digitization, and
barriers to obtaining informed consent continues to limit representation of some
communities (67,74). The identified articles commonly focused on ethnic minorities, low-
income groups, rural populations and people with disabilities (3,721, 144,147), and more
rarely on groups such aswomen and older adults (18,715,7121). Current recommendation
stress the importance of dataset localization (i.e. adapting data to reflect specific
demographic groups, cultures and contexts) to address underrepresentation and
mitigate structural bias (3,4,97,99,109,114,117,119,124,143-145,151,188). For example,
even when datasets include diverse populations, evaluation processes may reproduce
bias through unrepresentative variable selection, use of non-transparent proxies and
limited external validation (68,74). Most Al innovations are tested on the same datasets
used for training and, therefore, fail to assess real-world performance across diverse
populations [13,54).

Furthermore, Al models often prioritize accuracy for majority groups, typically those
from high-income populations, while underperforming for others (26,51,67). Certain
populations are excluded from models based on data availability rather than clinical
relevance, leading to biased Al predictions and inequitable health outcomes (3,73,39,
97,119,142,144,145,150). To address these issues, experts recommend oversampling
marginalized groups to ensure that datasets reflect diverse populations and call for
data localization, transparency and accountability in data curation (104,114,121,150).
Transparency is essential for ensuring that Al models are not only accurate but also
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inclusive, with an increasing focus on clear reporting of dataset attributes, bias
and limitations (1,3,719,139,142,150). However, the lack of participatory governance
means that those communities most affected by Al-driven health-care decisions are
rarely involved in dataset creation or model validation, leading to further alienation
of underrepresented populations (34,42). To date, bias mitigation strategies tend to
focus on technical fixes, such as statistical adjustments, rather than on addressing the
systemic root causes of inequities, such as limited health-care access (24).

What else needs to be done?
Regulatory frameworks should establish clear standards for data quality

by ensuring that DHTs rely on accurate, complete and reliable datasets.
They should also focus on bias mitigation by mandating diverse and representative
data collection from marginalized and underserved populations (13,17,74,118).
Privacy regulations such as the GDPR should continue to protect sensitive data
while facilitating the data-sharing necessary for equitable innovation. Additionally,
enforceable accountability mechanisms such as regular audits and risk assessments
should ensure that stakeholders are held responsible for ensuring equitable
outcomes (35,64,65,75,118,142).

In terms of implementation, policies are needed to support the inclusion of
underrepresented groups in health data collection (742). Training and capacity-
building for developers, health-care providers and regulators are crucial to increase
the understanding of what bias is and how to mitigate it (104). Furthermore, participatory
governance models are needed to ensure that those communities affected by health
disparities are involved in decision-making, particularly around data curation, Al model
development and health-care delivery (34,42).

Evaluation frameworks should extend beyond technical performance to assess the
equity impact of digital health innovations, including whether they reduce disparities
and effectively meet the needs of marginalized groups (57,54,67). Feedback from users
and affected communities should be built into the evaluation process to ensure that
systems adapt to real-world needs (97). Transparent reporting on data sources, bias
and limitations is also essential for accountability and to provide stakeholders with all
the information needed to understand the capabilities and risks of DHTs (39, 74,142).
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Key message
Data quality is essential for ensuring the accuracy, reliability and inclusivity

of DHTs. Regulatory frameworks must move beyond technical compliance
by incorporating enforceable measures for mitigating data and algorithmic bias, as
well as ensuring fair data collection practices. To promote the development of more
equitable digital health solutions, it is crucial to ensure diverse representation, support
participatory governance and user feedback, evaluate DHTs with a focus on equity
outcomes, and encourage data-sharing.

2.4 Digital health tools

The digital health component relates to the development and deployment of a digital
health tool (such as a mobile app, wearable device, telemedicine platform, health
management software or health-Al] and how effectively the tool performs against the
intended goals or functions under varying conditions.

The review identified five subthemes that consider equity: user-centred design
(section 2.4.1), validity and reliability (section 2.4.2), safety (section 2.4.3), algorithmic
bias (section 2.4.4) and monitoring and evaluation for equity (section 2.4.5).

2.4.1 User-centred design

’ Definition
G User-centred design is an approach that involves end users throughout the

development of digital health to ensure that the tools are of value to, and
operable by, the intended users (789).

A key driver of engagement with digital health is whether the tool meets

the needs of the intended user. User-centred design ensures that a people-
centred approach is used to develop digital health to take into account the lived
experience, cultures, skills and capabilities of multiple social groups (7107). User-
centred design has an important role in ensuring digital health equity by considering
the views and needs of marginalized or underrepresented populations at the outset in
the design process. For individuals to perceive digital health as useful, they must see the

ﬂ Why is this important for digital health equity?
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value of the digital product/service to them and feel they have a voice and a choice (144).
This is especially important for groups such as people with disabilities or with language
barriers (4] and in contexts where consideration of language is needed to ensure that
tools do not unintentionally contribute to stigma and disempowerment (49,107).

How is equity considered in the current approaches?

User-centred design is not explicitly mandated as a standalone regulatory
requirement by regulatory bodies such as the Medicines and Healthcare
products Regulatory Agency, Food and Drug Administration, and European Medicines
Agency. However, the principles of user-centred design are integrated into broader
regulatory recommendations for DHTs such as involving stakeholders in the
development and deployment of these technologies (19, 152-154). User-centred design
features prominently in the implementation (4,97,141,144) and evaluation (127,131,155] of
digital health, including an emphasis on diversity in those developing and testing DHTs
in order to better understand needs that may not be represented in clinical data (97).

Across user-centred design, no single definition of underrepresented groups is used, but
reference is commonly made to representation across age, health/physical condition,
education, language and technical aptitude. The evidence generated can support equity
considerations in the ability to use and benefit from digital health, as intended (737),
and in action to mitigate the social barriers to digital health engagement once deployed
(section 2.8).

Many different methods are employed in user-centred design, including co-design,
public participation research, user research, citizen panels, focus groups and qualitative
methods. The identified articles highlighted the importance of user feedback in ensuring
that designs meet the needs and values of the intended users (3,73,49,97,100,101,116,
128,144). For example, practical recommendations for user-centred design are provided
in the Digital Healthcare Equity Framework (49). Each stage of the digital health tool
planning and development process provides an opportunity to employ the principles
of user-centred design by engaging with multiple stakeholders, including potential
end users.

To promote equity, recommendations for user-centred design include realigning
power dynamics by positioning underserved population members in leadership roles
and elevating their perspectives in research (34,57,146). Additionally, avoiding user
participation in formal institutional settings and instead utilizing community spaces
could help to rebalance the power dynamic (746]. Clear communication about the
benefits or added value of digital health and care should use written and alternative
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formats and highlight how these benefits have supported similar populations (733].
Co-designing easy-to-use security features (e.g. secure authentication) with service
users, including carers, may help to remove barriers that discourage people from using
DHTs (76).

In some cases, user-centred design has led to the development of DHTs that are
more inclusive and targeted to user needs. For example, co-design with marginalized
communities (including older people; African indigenous, or Nova Scotian populations;
homeless people; people experiencing domestic violence; and migrants) has supported
inclusive and relevant m-health services in Canada (777). Similarly, meaningful
engagement with indigenous young people facilitates better research practices and
increases the chance of producing more acceptable, culturally responsive tools to
address the current unmet need (42). Usability testing by people with auditory, motor
and/or visual disability within the intended target group to assess the usability of an
app helps to ensure the app’s viability and adoption. Such testing must be relevant to
the target population and demonstrate reasonable product usability (105). The evidence
suggests that digital health systems can be successfully implemented for vulnerable
groups, including people with disabilities and those with substance use disorders (38,57).

When it comes to deployment, evaluation of user experiences of digital health across
population groups can provide a feedback loop to ensure that user-centred design
is effective and address any new or unseen challenges for digital health equity. For
example, a United States economic-focused framework suggests that user experience
should be measured among a diverse set of prospective or active end users to anticipate
real-world conditions (128). Furthermore, the evaluated population should not be highly
selective in terms of age, gender, comorbidity level, language or other factors that may
influence the user experience.

Whereas user-centred design focuses on end users, diversity within the teams designing
and evaluating digital health is also recognized as a critical factor for digital health
equity (6,37,75,120). Technological solutions are most effective when informed by diverse
voices, including those of women, gender-diverse individuals, and representatives
from the populations they aim to serve (6,17,27,37,120,122). Since women and gender
minorities are often underrepresented in technology fields, it is especially important to
include these groups as stakeholders in the planning and development of digital health
innovations (4, 155).
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What else needs to be done?
Given the extensive guidance on user-centred design, the challenge is to

encourage its application in practice from development to digital health
deploymentin health systems. A United Kingdom report recommended that developers
should publish clear pathways for incorporating input from underrepresented groups
into the decision-making process (749). Regulators such as the United Kingdom'’s
Medicines and Healthcare products Regulatory Agency have stipulated that developers
must state the intended users of the digital health tool (7153). However, regulatory bodies
could set compliance with user-centred design as a condition for market approval. In
addition, governments and health services could support this by only funding (including
reimbursement mechanisms) or adopting DHTs that meet user-centred design criteria.
This could include following international standards (15,24,34,77,78, 105,125,127,128,136)
such as the International Organization for Standardization’s multipart standard 9241
for usability (190) and the Web content accessibility guidelines for accessibility (197)
(section 2.7). Notably, to achieve equity, developers need to focus on the specific needs
of disadvantaged populations separately rather than grouping them together with the
general population.

Robust research is needed into the impact of user-centred design on health outcomes
and inequities. To date, the use of user-centred design appears limited in digital health
interventions that target socially disadvantaged groups. A systematic review found
no papers that discussed user-centred principles (79). Similarly, a scoping review on
mitigating racial and ethnic bias found minimal or no information on the involvement
of non-physician stakeholders in the design, evaluation, deployment or reporting
of clinical algorithms (75]. Another scoping review found that a low degree of user
participation in people with impairments early in the development of digital health
solutions may, in fact, introduce additional barriers and exclusion because people with
impairments do not fully benefit from the deployed solutions (78]. Another study found
that while participatory approaches using community-engaged methodologies have
been successful, digital intervention studies have yet to use similar strategies (4). It
reported that by integrating real-time quality improvement and prototype testing in
partnership with users, user-centred digital interventions can reduce development
time, improve functionality, increase the likelihood of promoting positive outcomes,
sustain user engagement and address health disparities.

Key message
User-centred design should place the population using digital health tools

at the centre of all phases, including planning, design, implementation and
evaluation. Co-design with marginalized communities can result in more inclusive
and relevant digital health tools and services. To create effective guidelines, robust
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research is needed into the impact of user-centred design on health outcomes and
inequities. Ensuring that user-centred design is required for the funding and adoption of
digital health tools, providing clear pathways for input from underrepresented groups,
and measuring user experiences across diverse populations are essential steps for
improving the impact of digital health interventions on health equity.

2.4.2 Validity and reliability

‘ Definition
G Validity relates to what the digital health tool measures and how well it does

so, whereas reliability relates to the accuracy of the data obtained and the
degree to which the measuring tool controls for random error (192). Areliable Al system
is one that works properly over a range of inputs and situations so that the system
can be scrutinized to prevent unintended harms (775]. A reliable Al system behaves
exactly as the designer intended and anticipated; it adheres to the specifications it was
programmed to carry out (124).

Examining the validity and reliability of DHTs is essential to determine
whether their performance (e.g. measurement and outcomes) is consistent
across both time and population groups (7175].

ﬂ Why is this important for digital health equity?

How is equity considered in the current approaches?

Validity and reliability are considered in the regulation of DHTs, although the
extent to which they are explicitly addressed can vary by region and regulatory
framework, Validation studies are often required as part of pre-market approval to
demonstrate that the DHT performs as intended and is safe to use. Regulatory bodies
may require ongoing performance data and post-market surveillance to ensure that
the DHT maintains its intended function (724).

Literature on the reliability and validity of digital health tool performance did not explicitly
discuss equity domains or equity for vulnerable populations. Instead, considerations
of reliability were related to determining building confidence among all users of DHTs
through assessing reproducibility, evaluation and assurance. For example, the United
Kingdom'’s National Institute for Health and Care Excellence guidelines and their
Spanish (Catalonia) adaptation include considerations of validity and reliability that
provide good practices for developers (106,707). In addition, digital health developers
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are recommended to review and update the health-related content at defined periods
(at least every 12 months) (707,128), ideally by relevant experts (e.g. health and care
professionals working in the relevant field) (7).

To ensure reliability, digital health innovations, including Al systems, should be
reproducible (22]. Measures of reproducibility involve determining whether an Al
experiment exhibits the same behaviour when repeated under the same conditions.
Replication files can facilitate the process of testing and reproducing behaviours (79).
The Alan Turing Institute (United Kingdom) suggests building trust and confidence
in a system by applying assurance processes to Al. The assurance process involves
measuring, evaluating and communicating the properties and evidence that contribute
to Als trustworthiness (743). Developers should provide comprehensive, reliable
information to patients using DHTs in the form of text, video or other educational
material to help them to better understand their health and care. Developers should
have valid and accurate processes in place to maintain the health information gathered
by DHTs (23). Accuracy is also an important aspect of valid and reliable DHTs. European
Commission guidelines state that for Al systems accuracy is defined as the ability
to make correct judgements (e.g. to correctly classify information into the proper
categories) or correct predictions, recommendations or decisions based on data
or models (77). The Commission suggests that robust development and evaluation
processes can help to mitigate the risks of inaccurate Al extrapolations to ensure a high
level of accuracy when dealing with human health (79).

What else needs to be done?
In machine learning health-care applications, accuracy depends on the

clinical context. Validation studies are necessary both in clinical trials
and within the general population. To be equitable, machine learning in health-care
applications should provide equivalent levels of accuracy within the intended-use
population across multiple patient subgroups or characteristics (65]. Accuracy may
also require balancing different test characteristics that carry ethical implications, as
influenced by the designer’s value judgements. For example, this could involve a trade-
off between correctly identifying more people with a specific condition and misclassifying
more people without (false positives) or with (false negatives] the condition. The key
ethical consideration is whether the potential benefits of these inaccuracies (and any
resulting harms) justify their impact and are fairly distributed among patients, without
disproportionately affecting vulnerable groups (65).

One review identified two possible issues with Al validity and reliability: (i) that Al
advancements may not keep pace with real-world medical procedures and, therefore,
have limited ability to function in novel conditions; and [ii) that Al models may fail to
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account for unforeseen changes, such as emergent strains of disease, meaning that
results derived from Al tools may not be completely reliable and valid. To address these
issues, developers should disclose the methodologies used for validation. Transparent
reporting of results from such validation studies, including limitations and bias, is
also vital to inform decision-making by regulatory bodies, health-care providers and
users (64).

As equity was not explicitly discussed in the identified literature on the reliability and
validity of digital health tool performance, consideration of the part that equity plays in
this area of digital health tool performance may be needed. There should be a way to
test whether digital health tool performance is valid and reliable for underrepresented
populations, as well as for general users. This may involve consideration of what else is
needed for vulnerable populations when providing reliable information to patients using
digital health, in the form of text, video or other educational health-care material (107).
User feedback and stakeholder involvement are necessary to ensure that digital health
tools are valid, reliable and fit for purpose in real-world health-care settings (23).

Key message
Ensuring that digital health innovations are valid and reliable requires

robust testing, continuous monitoring, transparent methodologies,
stakeholder involvement, regulatory oversight and attention to ethical concerns. Equity
considerations should be factored into the criteria for determining the validity and
reliability of digital health tools.

2.4.3 Safety

‘ Definition
@ Digital clinical safety relates to the avoidance of harm to patients and staff

from technologies manufactured, implemented and used in the health
service (156). In the EU, Regulation (EU) 2017/745 on medical devices (193] and
Regulation (EU) 2017/746 on in vitro diagnostic medical devices (194) ensure that devices
used for health and medical purposes perform consistently for their intended purpose
and comply with the general safety and performance requirements. Two recent EU
policies for the digital sector are the Digital Markets Act (195) and the Digital Services
Act (196]. The latter prohibits the design, organization or operation of online interfaces
in a way that could deceive or manipulate the user (35].
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Safety in digital health tool performance is important for equity because

underserved population groups may be more vulnerable to harm from digital
health compared with other populations. Safety plays a crucial role in achieving equity
because unsafe or poorly regulated digital health tools can exacerbate disparities rather
than close gaps in health-care access.

ﬂ Why is this important for digital health equity?

How is equity considered in the current approaches?

The safety of digital health products, in terms of minimizing risk or harm
and ensuring human welfare, was referenced substantially in the identified
literature in terms of their regulation, implementation and evaluation (7,19,30,35,54,61,65,
69,71,80,81,118,129). Regulation of DHTs requires developers to take measures to
guarantee product safety and provide the necessary information about the security
measures to protect users (124,147,172). Evaluation frameworks and tools (132,742,146)
assess whether a DHT poses any risks to users’ health or safety. They also recommend
keeping users informed about potential risks and providing guidance on how to
mitigate them.

For data-driven technologies, WHO's regulatory considerations for Al suggest assessing
safety as part of a clear-use case description, alongside demonstrating the clinical
validation and assessment of possible bias in the Al system. Consideration of the
context of use is also important in assessing the safety of an Al system. It should cover
the setting (e.g. geographical location, type of care facility), population (age, ethnicity,
race, gender, disease type, disease severity, comorbidities], intended user (health-care
provider or patient) and clinical situation for which it is intended. These guidelines
further suggest that regulators reflect on possible situations in which a tool should not
be used and potential risks from its use outside the intended settings (79).

The SAFE-D principles framework: this was developed was developed by the United
Kingdom’s Alan Turing Institute to provide an ethical approach to evaluating data-
driven technologies (including Al technologies) to ensure that they are safe, fair and
accountable [143). The principles focus on sustainability, safety, accountability, fairness,
explainability and data stewardship (responsible management and oversight of data
throughout its life cycle). Safety is a key component in building trustworthy Al systems
by ensuring that they do not cause harm. The framework also stresses the importance
of fairness to avoid bias, transparency to ensure understanding, and responsible data
handling to protect privacy and security, thereby promoting the long-term, ethical
development of Al technologies.
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Safety processes: robust processes are important for maximizing safety in the use of
digital health. The processes include reviewing research results, patient safety incident
reports and ongoing risk management plans. A responsible entity should be assigned
to identify, report and address safety issues related to the digital health product.
Additionally, companies must be aware of the required safety-related notification
processes for medical devices (747). Evaluations of safety testing should ask whether the
sample group was representative of the target population (e.g. in terms of demographic,
geographical and healthy literacy considerations) and whether the test results can
be generalized to the target population (742). United States assessment tool criteria
determine (i) how frequently the information in the app will be updated in line with
health research and (ii) safeguarding measures in communication functions of the app,
if relevant (136).

Safety, law and standards: a European network for health technology assessment
framework suggests that the safety requirements of laws or other binding rules should
be considered in the implementation of digital health (746). Similarly, recommendations
of the United Nations Educational, Scientific and Cultural Organization on ethics in Al
propose that Member States implement appropriate safeguards to protect the right to
privacy in accordance with international law, including addressing concerns such as
surveillance (18). Creating testing grounds (or regulatory sandboxes) where developers
and health-care providers can test and evaluate products and services to assess risk
may help to safeguard against unintended harmful consequences [69). In the context of
telehealth, the United States National Committee for Quality Assurance recommends
that policy-makers and telehealth experts collaborate to identify the minimum
standards for telehealth safety (30). More broadly, policy-makers and practitioners
must work together to anticipate and mitigate harms, such as digital repression and the
widening of existing digital divides associated with disability, income or geographical
location (157).
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E What else needs to be done?

User profiles for vulnerable populations: United Kingdom guidelines state that digital
health may be unsuitable for at-risk populations, including people being trafficked
and young people who are vulnerable to sexual exploitation. Using apps instead of
face-to-face consultation might allow abusers to keep these groups hidden and limit
their interactions with health-care professionals (743). A Spanish assessment tool
proposes that health systems should provide safeguarding assurances where digital
health users are members of vulnerable groups, such as children or at-risk adults,
and especially where peer-to-peerinteraction is enabled through the DHT (706). Health
systems should also state who has access to the platform and their role, why they
have access and what other measures are in place to ensure the safety of vulnerable
users in peer-to-peer communication, for example, through user agreements or
moderation (22). An Australian assessment framework suggests that developers
should question whether an app has objectionable content that may increase the risk
of abuse or exploitation or diminish the dignity of users or whether their devices may
be used in a way that risks harm (physical, mental, social or financial] (128). Evaluators
must also apply the do-no-harm principle and use trauma-sensitive methods. This
principle applies all the time and is an important general guiding principle throughout
the evaluation process. Depending on context, sensitivity and protection issues need to
actively account for the specific risks for women and girls, and for other marginalized
groups (158].

Safety for children and young people: a United Nations Children’s Fund framework
proposes that the digital space should be made safer for children through a number
of interventions such as digital skills training, curriculum development, awareness
campaigns and online learning content for children, in addition to regulatory
measures (150). AWHO report on youth-centred digital health interventions suggests
ensuring that digital technology is the correct approach to achieving the intended
health outcomes, especially when there are privacy and confidentiality concerns around
young people accessing digital health (772). Social media platforms operated by private
companies can reinforce harmful social norms and generate new forms of inequity (157).
The United Nations Global digital compact commits to prioritizing the development and
implementation of national online child safety policies and standards in compliance
with international human rights law (778), including the Convention on the Rights of
the Child, as adopted by the United Nations General Assembly in resolution 44/25 (197].



2. Results

Data protectionincluded as a part of safety: United Nations Educational, Scientificand
Cultural Organization guidelines recommend Member States to establish or reinforce
data policies to protect personal and sensitive data that, if disclosed, may cause
significant harm, injury or hardship to individuals. This includes data related to criminal
offences, legal proceedings and related security measures, as well as biometric, genetic
and health data. It also covers personal data related to race, colour, descent, gender,
age, language, religion, political opinion and national, ethnic and social origin (78].
Similarly, United Kingdom consensus-based recommendations on diversity in datasets
advise data users to review pre-existing assessments on datasets to identify whether
there is any risk of harm to the intended-use population (742).

Key message
Digital health tools should prioritize the safety of vulnerable populations by

ensuring protection through user agreements or moderation. Developers
must implement robust data policies to safeguard personal and sensitive data. The
safety requirements outlined in law should be fully integrated into the implementation
and evaluation of digital health tools.

2.4.4 Algorithmic bias

‘ Definition
G Algorithmic bias refers to the to the presence of systemic errors in a digital

health tool or system that results in the generation of information or decisions
that unfairly discriminate against certain population groups. Algorithmic bias is closely
linked to the quality of the source data (section 2.3.3). Al bias can arise because of
systemic inequities in dataset curation, inequitable opportunities to participate in
research and inequalities of access (13,17,65,67,74,98,142,151).

B Why is this important for digital health equity?

Minimizing algorithmic bias in digital health is crucial to achieve digital health

equity because biased algorithms can reinforce existing disparities in health
care, leading to inequitable outcomes for certain groups, particularly those who are
already marginalized or underserved (13,64]. Addressing this bias for health may help
to ensure that all digital health users are accessing tools, apps and systems on an
equitable basis.
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How is equity considered in the current approaches?

A United Kingdom report on Al ethics highlights fairness-aware design as best
practice in achieving equitable outcomes (779). The principle of discriminatory
non-harm is central to this approach. A companion report proposes adopting the
findability, accessibility, interoperability and reusability (FAIR) principles to improve
data management and governance to ensure that data remain accessible to both human
users and computers (743). Unlike other fields, where race-neutral approaches might be
ideal, clinical Al must account for individual physical attributes to avoid compromising
accuracy and patient outcomes. One effective fairness strategy is risk correction, where
the risk levels for one population are adjusted to match those of another (68).

Source data integrity: a United Kingdom Data Ethics Framework suggests consideration
of the source data being used to train a model to determine whether they reflect
biased historical practice (176). It further cautions that the use of proxy variables for
protected characteristics in a model could lead to indirect discrimination. Similarly, a
United Kingdom report on ethics in Al suggests that bias mitigation should start at the
beginning of data collection and that ensuring that the data-gathering processes employ
suitable, reliable and impartial sources of measurement is key (179). The performance
of adeviceis likely to be poorer and less reliable for groups that are underrepresented in
datasets, and this can result in harm for minority groups (98). Therefore, use of datasets
that are appropriately diverse and representative of their intended-use population is
essential to ensuring algorithmic safety (67,742).

Auditability and oversight: Al auditing is important to monitor is important to
monitor changes in system operation and ensure that changes aimed at improving
performance for a broad population do not introduce inequities for specific population
groups (64,75,82,143). A United Kingdom report on ethics in Al proposes that “all Al
systems must be designed to facilitate end-to-end answerability and auditability”,
with humans involved across the design and implementation of Al tools to ensure
oversight and review (179). It further suggests that accessible information and record
keeping are important for auditability. A bias audit assesses the inputs and outputs
of algorithmic systems to determine whether there is unfair bias in the outcome of
a decision, classification made by the system or input data used in the system [707).
European Commission guidelines state that bias in Al can be mitigated by putting in
place oversight processes to analyse and address the system’s purpose, constraints,
requirements and decisions in a clear and transparent manner (77). In addition,
recruiting Al developers from diverse backgrounds, cultures and disciplines can ensure
a diversity of opinions and should be encouraged (37,75]. One of the most commonly
adopted approaches to bias auditing is the scoping, mapping, artefact collection, testing,
and reflection (SMACTR) method (64).
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Data documentation in Al: according to United Kingdom recommendations for diversity
in Al, data documentation should describe how bias may be introduced, highlight known
or potential differences in data across groups or in the uncertainty of measurements
between groups, and describe any attempts to mitigate bias (742). Developers should
identify and document Al sources as part of their policy for detecting, reporting and
removing bias from the Al system (732). Data sources should be preserved and any
adjustments documented for traceability. It may be useful to identify in advance
contextualized groups of interest, who may be at risk of harm from Al, using evidence
review and collaboration with experts with lived experiences (7142). The conscious
curation of data, such as careful cohort selection and definition, may help to reduce
algorithmic bias (74,142).

E What else needs to be done?

Consideration of equity in laws, standards, regulations and policies: keeping pace
with rapid changesin Al is a challenge for legal and regulatory frameworks. Regulatory
frameworks should require Al models to undergo equity-focused evaluations
before approval, thus ensuring transparency, explainability and demographic
reporting (13,153). Establishing a specialized regulatory body for Al in medicine,
comprising a range of stakeholders, may help to set and oversee standards and
prevent misuse of Al (66]. An independent regulatory body could also monitor Al
performance in real-world settings and track disparities over time. Developers should
be required to submit periodic reports on bias and fairness, with corrective measure
if disparities are identified. Currently, there are no comprehensive standards that
are unanimously applied to the datasets used in developing medical Al models. As
a result, potential sources of bias often go unaddressed (54). To mitigate such risks,
regulators should define inequitable outcomes in a manner that is fair, clear, specific
and quantifiable. Mandating the transparent reporting of key equity domains such as
race, ethnicity, income and sex within Al/machine learning datasets would allow for
better assessments of representativeness (57). The proposed MINimum Information for
Medical Al Reporting framework outlines the essential details required to understand
the predictions made by medical Al models, the populations they are intended for and
potential hidden bias (48). It also emphasizes the importance of assessing how well
these technologies can generalize. This framework can be a valuable tool in identifying
ways to collect data and information that ensure that models are trained with minimized
bias and reduced equity concerns. Member States of the WHO European Region should
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establish, evaluate and adjust Regional regulatory frameworks as needed to ensure
accountability and responsibility for the content and outcomes of Al systems throughout
all phases of the life cycle (7174). Beyond dataset transparency, regulators and policy-
makers should require Al developers to disclose their methodologies and performance
metrics. Ideally, these should be equity sensitive and related to the target outcomes.
Such measures would enable more effective evaluation and ongoing monitoring of
Al systems. Additionally, increased funding and research should be directed not only
towards Al innovation but also towards fairness in Al applications (67,75). Overall, policy
recommendations for Al include:

* ensuring diversity within the professional workforce and adequate equity
training (6,37,75,120,145];

* arequirement for algorithm auditing (2,13,17,35,51,54,56,61,64-69,75,82,104,
118,131,132, 141);

* fostering a transparent organizational culture (75];

* implementing a health equity-by-design approach throughout development and
deployment of algorithms (49, 75);

» funding and accelerating research (18,97-99);

e establishing governance structures and evaluation schemes to prevent harms
(75); and

» amplifying patients’ voices in Al decision-making (37,75,97).

Better awareness of equity and Al: a United Kingdom review of equity in medical
devices suggested a need for better recognition of the issue of bias in Al-assisted
medical devices (13). It proposes that professional practice bodies should carry out
an audit of devices used in the National Health Service (NHS) to identify those with
a particular risk of racial bias with the potential for harm, such as dermatological
devices. The review further suggested insufficient awareness and understanding of
the issues affecting equity in Al development and deployment. It proposed an online-
offline academy for stakeholders of equity in Al-assisted medical devices to consider
and promote equity issues.

Key message
Mitigating bias requires a comprehensive approach that includes user-

centred design, fairness-aware design, technical strategies such as pre-
processing and monitoring, and ensuring unbiased source data. Auditability and
oversight are vital to prevent inequities in algorithm updates. Regulatory bodies must
enforce transparency and require equity-focused evaluations, including monitoring real-
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world performance to track disparities. Standardizing data reporting and thoroughly
documenting algorithm performance can improve representativeness and reduce bias.
Additionally, promoting diversity in Al teams and fostering equity-focused organizational
cultures are key to creating fairer digital health systems.

2.4.5 Monitoring and evaluation for equity

‘ Definition
G Monitoring is the ongoing process of collecting and analysing data to assess

how well an intervention is being implemented in comparison to expected
results. On the other hand, evaluation focuses on determining what works, what
does not and why by gathering data to assess the effectiveness of a digital health
intervention (156). Whereas monitoring ensures the fidelity, quality and reach of the
intervention, evaluation assesses its outputs, outcomes and economic value [124).

Monitoring and evaluation are key to ensuring that digital health design and

implementation do not reinforce bias or inadvertently discriminate against
individuals and groups. They help to ensure that digital health systems achieve the
desired outcomes while being non-discriminatory and aligned with the public interest,
including human rights and democratic values (745].

ﬂ Why is this important for digital health equity?

How is equity considered in the current approaches?

Although monitoring and evaluation are crucial for ensuring that DHTs remain
safe, effective and equitable once implemented, the consideration of equity-
related monitoring and evaluation is still evolving. Existing regulations such as those of
the European Medicines Agency, United States Food and Drug Administration and United
Kingdom Medicines and Healthcare products Regulatory Agency focus on general
safety, performance and privacy concerns rather than on equity-related metrics such
as health disparities based on race, gender, income or geographical location (152-154).
The EU’s Artificial Intelligence Act proposes the creation of risk-based categories for Al,
with stronger monitoring for high-risk Al applications in sectors such as health. The Act
encourages ongoing performance assessments but, while it addresses bias mitigation
and transparency, it lacks specific mandates for equity-focused evaluation (35,798).
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Current guidance on monitoring disparities in digital health suggests measuring the
usage of digital health solutions (e.g. internet access, device use or portal engagement)
and evaluating differences based on sociodemographic and health characteristics (27).
WHO's regulatory considerations for Al recommend regular checkpoints to assess
the performance of digital health tools, thereby ensuring continuous evaluation and
tracking of changes over time (79). Additionally, WHO's mHealth Assessment and
Planning for Scale toolkit highlights the reach, effectiveness, adoption, implementation,
maintenance (RE-AIM) framework as a comprehensive approach for consolidating
various data sources during monitoring and evaluation [7102). Moreover, WHO's Global
strategy on digital health 2020-2025 highlights that existing metrics and indicators must
evolve to keep pace with the rapid advancements in digital health, thus reinforcing the
need for adaptive and forward-looking evaluation frameworks (2).

Routine and continuous evaluation: continuous evaluation was a key theme in articles
on the ethical use of digital health (700, 746]. Both formative and summative evaluations
are crucial for ensuring digital health equity (83). The United Kingdom’s Data Ethics
Framework advocates for ongoing evaluation at all stages of a project - before, during
and after implementation (745). Similarly, the United Kingdom'’s Digital Inclusion
Framework calls for regularly assessing populations at risk of digital exclusion by
considering factors such as service access, technology use, clinical outcomes, and
safety (121). Evidence standards highlight the importance of continuous evaluation for
understanding broader policy implications and ensuring that data insights are used
responsibly (106,138). Ongoing monitoring is also essential to maintain trust in users
and prevent them from becoming dependent on services or technologies that decline
in quality or effectiveness over time (e.g. apps that initially offer free services but later
require mandatory subscriptions) (788).

Plan for equity in evaluation data: metrics for success in digital health often lack an
equity perspective, for example, the implementation of new platforms or services
without specific goals related to race, ethnicity, language proficiency or age (60). A
Canadian framework emphasizes that equity should be incorporated into quality
improvement and evaluation plans for digital health. The framework highlights the
importance of equity in both access and outcomes to ensure that allintended populations
have inequitable access to and achieve similar success in a programme (707). It also
suggests that tracking sociodemographic data (e.g. age, language, race, socioeconomic
status) is useful for examining how different subgroups access digital health services
and whether access and outcomes are equitable when compared with the general
population. Similarly, the United Kingdom’s Health Equity Assessment Tool (747)
encourages developers to assess the impact of interventions on health inequities,
whereas a Canadian assessment tool advocates for the use of standardized metrics
and benchmarks for collecting equity-based virtual care data across the country (109).
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When mitigation strategies for inequities are included in improvement plans, they
should be actively monitored, with relevant outcomes (e.g. changes in digital literacy)
tracked and measured (707). Evaluating the broader context, such as racially diverse
communities, is essential to understanding disparities (6,34,84). Studying the trends
in and frequency of diversity in sample populations can also form part of a fairness
analysis during the data-cleaning process (74). Disaggregating datasets to more
accurately evaluate communities that live with inequity was a prominent theme in the
literature (3,709,717). GAVI Alliance guidelines for monitoring digital health interventions
recommend incorporating gender-specific indicators into monitoring, evaluation and
learning plans to advance gender equity in digital health (755]. Similarly, the United
Kingdom'’s Digital Health and Rights project advocates for developing assessment tools
to evaluate digital health policies that integrate gender and human rights to ensure
the inclusion of women, girls, young people and other vulnerable populations [174).
Additionally, ensuring the diversity of those involved in evaluating digital health tools is
crucial for building community trust (726).

Engagement and feedback from underserved populations: seeking feedback from end
users through clear and appropriate channels was a key theme in the literature (42,49,
97,157]. Engaging targeted end users in developing outcomes that are relevant to them
is good practice when defining monitoring and evaluation strategies (34). Effective
evaluation for underserved communities requires identifying those measures that are
most meaningful to these populations (47). A United Kingdom report on socioeconomic
inequities in digital health highlighted the importance of gathering feedback from
disadvantaged populations on the reasons why they use (or do not use) NHS apps. It
suggested that such feedback should be flagged within the system and used to update
or improve the digital health solution (97]. Similarly, an NHS England framework
recommends considering how excluded groups provide feedback on technology and
measuring the impact of such feedback and other inequities (97). Utilizing an equity
dashboard to assess equity intentionality in digital health is considered good practice
to ensure that the technical characteristics of a proposed solution meet the current
needs of users (49).

41



42

Equity across the regulation, implementation and evaluation of digital health: scoping review

E What else needs to be done?

Better monitoring and safety signals in datasets: a United Kingdom Government review
of equity in medical devices highlighted the challenges of monitoring the performance
of optical devices once approved and in use by the NHS (73]. Adverse outcomes in
specific populations should be identified at an early stage to allow for timely mitigation
measures requires a comprehensive, whole-system approach. Both the devices and
the broader system in which they are used should be considered, including health-care
providers, patients, regulatory bodies and the technology infrastructure. Similarly, the
impact of Al technologies must be continuously monitored and evaluated, particularly
when they may disproportionately affect certain groups by reinforcing existing bias
and discrimination (97,779). In Al monitoring and evaluation, it is important to identify
populations at risk of harm [i.e. groups of interest) before deployment (3). For machine
learning in health-care applications, evaluation processes should ensure that the
technology continues to benefit people over time, regardless of race, ethnicity, sex
and age. Additionally, ongoing monitoring is needed to ensure that machine learning
systems are not inadvertently repurposed inappropriately (65).

The unfairness of fairness metrics: concerns have been raised about the use of fairness
metrics in Al for health that aim to help disadvantaged groups by adjusting algorithms.
However, these metrics can sometimes mistakenly conflate equity and equality and,
therefore, attempt to equalize outcomes by levelling down and ultimately making all
groups equally worse off rather than effectively reducing health disparities (73). To
improve overall performance and maximize outcomes for each subgroup, creating
separate models tailored to different groups can be more effective. Additionally, newer
methods such as transformation learning improve accuracy and fairness by training
models specifically for each group while incorporating relevant data from the broader
population (48).

Key message
To ensure that digital health tools are effective and inclusive, evaluation

metrics must track equity-related outcomes, including access to services,
health outcomes across diverse populations, and disparities in intervention
effectiveness based on social determinants of health. For data-driven technologies,
identifying and addressing bias in digital health tools requires strategies such as
disaggregating datasets, conducting ongoing evaluations and actively gathering
feedback from underserved populations to ensure inclusivity and fairness. Existing
metrics and indicators need to evolve to keep up with the rapid changes in digital health.
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2.5. Access to digital technology

Definition
Access to technology depends on having an internet connection and a digital

device such as a smartphone, computer or tablet. More broadly, access can
also operate ata collective level, where geographical location, finance and infrastructure
may impose limits (4).

Access to the internet is crucial for achieving the Sustainable Development

Goals (26) and is increasingly recognized as a fundamental human right (799).
Access to the internet and technology directly influences the ability to access, use,
engage and benefit from digital health tools or services. Governments and health
systems are shifting towards a digital front door policy, that is, a centralized, user-
friendly digital access point designed to streamline health services and improve
efficiency and innovation (3). Although this approach aims to enhance access to digital
health tools, it can exacerbate inequities through perpetuating a digital divide in which
many people lack access or capability to use these resources (3). In today’s internet-
enabled world, digital determinants of health are increasingly intersecting with and
complicating the traditional determinants of health (2,4,15,50,85,101,130,159,200). For
example, access to health services is now being shaped by the accessibility and usability
of digital tools and platforms (3.

B Why is this important for digital health equity?

How is equity considered in the current approaches?

Suitable access to devices and/or internet connection is an important
component of digital health. While regulatory bodies aim to ensure that DHTs
are safe and effective for all users, they also collaborate with diverse stakeholders
(e.g. national health authorities, health-care providers and nongovernmental
organizations] to shape policies that advocate for affordable treatments for vulnerable
populations and address digital exclusion (73). Implementation guidelines and
diverse toolkits and frameworks recommend assessing whether the necessary
prerequisites to access are met before implementing a digital health innovation
and considering how to overcome any identified barrier (16,42,86,87,98,101,102,109,
111-113,119,121,129,131,136,146,158). For example, in the United Kingdom, the Good
Things Foundation and NHS provide useful resources to assess digital exclusion.
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Recommendations include using digital inclusion heatmaps and data from
mapping exercises (e.g. mapping neighbourhoods by internet user classification)
to better understand the levels of digital inclusion and guide local strategies for
inclusion (121,133,134,160).

Appraisal of the potential bias for or against specific groups of the population could
be done by collecting demographic data and implementing a social determinants of
health screen (34). Directing people to voluntary, community and social enterprise
organizations, library services, or community support is a common strategy to improve
access to technology (76, 133). Additionally, equity-focused guidance emphasizes the
need to consider potential discrimination based on factors such as geographical
location, gender, ethnicity, disability, and employment status that may affect access to
digital health services and what specific actions can be taken to maximize the potential
for positive impacts and/or mitigate negative impacts on health inequities (15,34,49,
88,101,109,113,147,150,161).

What else needs to be done?
Providing people with digital devices and internet connectivity addresses only

one aspect of the broader issue of inequitable access to health care (4,13,
138,150). More efforts are needed to develop governmental regulations to foster the
expansion of broadband access to underserved populations (6,76] and subsidize internet
costs for these populations (47,7118,135]. Potential strategies also include securing
a zero rating (e.g. no data connectivity charges to patients), providing free internet
access in health and care settings (134, and supporting device purchase or loan
programmes (6,27,30,121) and the use of devices that do not require individual data
plans (34]). A common approach to improving access is to collaborate with different
agencies to enable access to data plans and devices to people who cannot afford them
(e.g. libraries or voluntary, community and social enterprise organizations) (76,133).
In addition, governmental agencies, the voluntary sector and internet service providers
should also collaborate to fund digital inclusion initiatives with a focus on ensuring
sustainability (101,109,112,117,121,146). To date, there is a lack of robust research on
the effectiveness of such digital inclusion initiatives, which makes it difficult to build
the evidence base needed to secure long-term funding (4). Learning from successful
digital health initiatives in other countries can help to scale up solutions that address
needs in the local context (702). Lastly, providing a non-digital option remains essential
to advance equity in access to health care (1,25,97,100,101,111,117,129,144,146).
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Key message
Although the digital front door approach aims to improve health-care

efficiency and innovation, ensuring equitable access requires addressing
both social and digital determinants of health, fostering cross-sectoral collaboration,
and maintaining non-digital alternatives. Ongoing research and integrated policy,
regulation, and community initiatives are crucial to ensure digital health benefits all,
particularly disadvantaged populations.

2.6 Digital skills for health

This component considers the digital skills of the public, patients and professionals.

‘ Definition
G To effectively access, use and engage with digital health, individuals

need a combination of digital literacy (the ability to use information and
communication technologies to find, evaluate, create and communicate information,
which requires both cognitive and technical skills), health literacy (the ability to access,
interpret, evaluate and act on health information) and digital health literacy (the ability
to find, understand and use health information from digital sources) (166,201).

These skills help to ensure that all individuals, regardless of background

and circumstances, have the knowledge and ability to access, understand
and use DHTs and digital health services effectively, leading to better access to care,
improved health outcomes and reduced health inequities. Building digital literacy and
digital health literacy is also essential for health professionals who develop, implement,
recommend and prescribe digital health tools and services. Ensuring that both groups
have strong skills allows everyone to fully benefit from digital health innovations and,
therefore, leads to better access to care, improved health outcomes and reduced health
inequities (3,46).

B Why is this important for digital health equity?
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How is equity considered in the current approaches?

Considering users’ skills beforehand is key to the successful implementation
of a new DHT or digital health service (29,30,36,37,49,86,88,89,110,116].
The evidence suggests that digital health interventions that provide training to end
users and their support network (e.g. family members or carers) enhance access
to and engagement with DHTs and digital health services (25,36,60,63,69,83,90,91,
110,116,159,162). As a result, improving users’ skills was identified as an important
consideration to improve access to, use of and engagement with digital health (6,25,
27,29,31,37,42,49,86,87,88,99,102-104,106,108,113,117,118,129,134,137,144,163,164).

Providing community support through the use of digital champions, community health
workers or patient navigatorsisa common approach to disseminate skills and knowledge
to digitally excluded communities (28,41,47,133,162). Developing a support framework
is also a good way of upskilling individuals. For example, in Wales (United Kingdom),
a digital support framework that is accessible to public health organizations features
over 50 companies and voluntary, community and social enterprises that specialize in
digital skills training and technical support (166). The framework is designed to provide
a faster and more efficient way to access these resources by avoiding the need for a
full procurement process. Whereas digital health literacy is increasingly recognized
as a critical factor in the success of digital health initiatives, its evaluation is rarely
standardized. For example, a recent review found that only a few randomized controlled
trials assessed digital health skills using validated tools (e.g. eHealth Literacy Scale)
(90]. Without these data, opportunities to optimize DHTs and digital health services to
better meet users’ needs may be missed.

Ensuring that health professionals have the skills and knowledge to use, implement
and support patients with DHTs and services is key to encouraging patients to use and
engage with digital health services (25,99,101-103,106,108,113,117,129,144,164). This
includes not only assisting patients with digital health tools but also guiding them to
technical support when issues arise, addressing any questions about security and
privacy, and referring them to community support services (134). However, the challenge
is that the additional time needed to provide this kind of support is often perceived as
extra workload by professionals (25,89,90).

New educational approaches have been implemented to support health and care
professionals. For example, the Association of American Medical Colleges has
established guidelines for medical school curricula to incorporate telehealth
competencies (48). They aim to ensure high-quality care by emphasizing patient
safety, equitable access, appropriate telehealth use and adherence to ethical and legal
standards. In the United Kingdom, the NHS Digital Academy has incorporated digital
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inclusion into its training and development programme (760). The initiative aims to
equip health-care leaders with the skills needed to drive digital transformation across
the NHS (760).

What else needs to be done?
Ideally, training for end users should also include cyber-safety education

and digital consumer awareness to help people to critically evaluate online
content, navigate security risks and make informed choices that support their health and
well-being (777,150). Specific training for vulnerable population, such as children and
young people, may also be required to ensure that they understand how their information
isused and towhom itis available. Consideration should be given to providing the tools
needed to ensure that they can find trusted health-related information even when they
are digitally competent (48,750). Plans to upskill vulnerable groups should take into
account the wider context of a person’s life to understand what they want to achieve by
engaging with online platforms (e.g. managing a chronic condition] (99, 729). They should
also consider looking deeper into the digital divide to make cultural adjustments to
target support and address specific needs. The social network of end users, including
training for family members or carers (101,113,124,129,146,147,156] and community and
peer-to-peer learning (e.g. digital champions, community health workers) (25,28,117,
121,129,143,146,162), is likely to have a continued role in advancing equity in digital
health.

Education for health-care professionals should extend beyond digital literacy to include
training on cultural sensitivity, accessibility and equity in digital health (49,871,107,
109,151,165). Equity-oriented training, resources and competencies should be
developed to support service providers in offering compassionate and destigmatized
care to stigmatized or marginalized communities such as people with mental health
conditions or substance use disorders and people living with HIV (27,42,81,101,159). For
emerging technologies such as Al, there is a call for educational programmes to improve
developers’ and health professionals” understanding of equity in Al-assisted medical
devices (13,15,61,64,151), discrimination awareness (179,7159) and ethical considerations
in Al data-driven systems. Basic Al literacy should be promoted across society, but
its effectiveness depends on first ensuring that professionals (e.g. ethicists) receive
proper training and skills in this field (77,48,67,188). Establishing shared goals and
standards forintegrating digital health education into both pre-registration and ongoing
professional training is essential. This can be facilitated via continued professional
development and continued medical education opportunities, along with dedicated time
and support for health and care professionals to attend, assimilate and apply their new
knowledge (1,2,13,62,109,126).
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Recently, there has been growing recognition across the WHO European Region of the
need to invest in developing digital rights literacy, that is, the knowledge, skills and
understanding that individuals need to navigate the digital world in a way that protects
their rights. Strengthening digital health literacy is essential for promoting equitable
access to digital health and safeguarding vulnerable populations against discrimination
or digital exclusion. However, this is likely to require a strong collaboration between
multiple partners and agencies across Member States (174).

Key message
To benefit from digital health, individuals need a set of digital literacy, health

literacy and digital health literacy skills. These skills enable equitable access
to digital health, improve health outcomes and reduce disparities. Training for both
patients and health-care professionals, along with support for vulnerable groups, is
crucial for bridging the digital divide. Cross-sectoral collaboration and investment in
providing skills will ensure equitable access and protect vulnerable populations from
digital exclusion.

2.7 Use and engagement

This digital health component relates to how actively and meaningfully users interact
with technologies to support their health, and how these interactions lead to better
health behaviours and outcomes.

The review identified three subcomponents that consider equity: accessibility and ease
of use (section 2.7.1), acceptability and trust (section 2.7.2), and user satisfaction and
sustained use (section 2.7.3).

2.7.1 Accessibility and ease of use

‘ Definition
G Accessibility relates to whether DHTs are developed and implemented in a

way that facilitates ease of use (how simple it is for individuals to interact
with a platform, system or interface) for the widest user base possible, regardless of
background, geographical location, and physical or mental ability (7127). It encompasses
the concepts of inclusivity, affordability and adaptability to diverse users (111,120.



2. Results

Although the primary emphasis is on racial and ethnic groups, older adults, and people
with physical disabilities, it is also important to consider low-income populations,
underserved rural communities, and sexual and gender minority groups (127).

Even when people are able and willing to use technology, many DHTs are not

sufficiently flexible to serve those with higher health burdens or multiple
disadvantages, which could increase inequities in access to care (78,97). As DHTs and
digital health services grow in importance, ensuring their accessibility will become
crucial for improving health-care outcomes, reducing disparities and fostering more
inclusive health systems (4,727]. DHTs that are intuitive and easy to use become more
accessible to a broader and more diverse range of users, thus helping to reduce health
inequities in health-care access and outcomes.

B Why is this important for digital health equity?

How is equity considered in the current approaches?

Accessibility is a regulatory requirement for medical devices [124,153,202).
Developers are requested to provide product support and written information
to end users on how to use DHTs (706,107,113,124,131). For example, German-
language support for users is a mandatory requirement for digital health applications
to receive market approval for use within Germany’s statutory health insurance
system [124). Accessibilityis also a key consideration for theimplementation (4,13,17,27,34,
43,49,78,90,92,101,112,120,134,144,160,163) and evaluation of DHTs (24,27, 29-31,47,48,
60,76,84,87,92,101,108,118,121,128,133,135,146). Recommendations focus on reducing
the necessary skill level of users, particularly those with low digital literacy or physical
and cognitive disabilities. For example, key aspects of this digital health subcomponent
are using plain language and a single login, lowering the system demands of DHTs, and
making DHT intuitive, user-friendly, translatable and adaptable to other languages
and cultural contexts (34,44,84,144,146,203). Providing plain language materials and
instructions to end users is recommended by several evaluation frameworks, tools
and guidelines - this includes providing information in multiple languages (4,708,127)
and, in the case of data-driven technologies, information to end users on how such
technologies may impact them (98,7417). Conducting a specific accessibility assessment
in terms of the target population and usage is important to ensure that DHTs address
the needs of intended users (106, 124,136,138, 140, 144).
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What else needs to be done?
While accessibility is considered a key digital health component, few

frameworks specifically recommended following specific standards such as
the Web Content Accessibility Guidelines (15,24,34,78,105-107,127,128,136,140) or the
NHS Accessible Information Standard (744, 160] to ensure that everyone can fully benefit
from digital health and the information provided by DHTs. Online accessibility checklists
such as the Web Accessibility Evaluation Tools (204] can also provide a quick view of how
accessible digital health services are (160). It is also important to consider accessibility
from the perspective of health professionals. For example, 20% of the United Kingdom's
NHS staff are also NHS users with a disability (7144). One potential solution is to create
policies that incentivize the development and adoption of accessible and inclusive DHTs
by setting minimum accessibility standards (e.g. ensuring proper alternative text, colour
contrast, keyboard navigation and content adaptability) (4,727).

Evaluating technology at an early stage provides an opportunity to consider inclusive
design. Additionally, it helps to develop a clearer understanding of the potential benefits
and risks associated with adopting the technology, particularly in terms of its impact
on health equity (93,764).

Key message
Accessibility and ease of use are essential to ensure that DHTs are affordable

and adaptable for diverse users, including people with disabilities and
underserved communities. Designing intuitive and user-friendly DHTs is key to
reducing health-care disparities and improving outcomes. Clear standards, accessibility
assessments and inclusive design practices to promote equitable health care should
be considered when regulating, implementing and evaluating DHTs and digital
health services.

2.7.2 Acceptability and trust

, Definition
G Acceptability relates to the willingness of users to adopt, use and engage

with DHTs and digital health services such as apps, virtual care and wearable
devices to address their health-care needs or practices (106). It encompasses how
well these technologies align with the preferences, needs and values of users, as
well as how comfortable and confident they feel in using them. For individuals to have
confidence in such tools, they must feel assured that their data are protected and that
the technology is functioning as intended and that it will provide accurate and reliable
health information.
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Both acceptability and trust are critical for the widespread adoption and

effective use of digital health tools and services, especially in underserved
populations with varying levels of digital literacy and health-related needs. If certain
population groups do not accept or engage with digital health tools, use of such tools
may inadvertently widen existing health inequities (97).

B Why is this important for digital health equity?

How is equity considered in the current approaches?

Regulatory bodies include usability testing as a critical part of pre-
market approval and may assess usability post market if any issues
arise. Regulations follow international usability standards such as International
Electrotechnical Commission 62366-1 (Application of usability engineering to medical
devices) [124,153,202,205]). Standards and evaluation frameworks and tools are
commonly aligned with regulations and emphasize adherence to usability international
standards (107,105,106,113,131,136,138,140]. A key consideration for digital health
implementation is ensuring end-user acceptability, which should be assessed during
the evaluation of DHTs. This involves providing evidence from usability evaluations,
including user feedback, ease of use and adoption rates (724). Designing culturally
appropriate DHTs that take into consideration context and cultural awareness is a
key factor in increasing acceptability for population groups who live with inequities
(e.g. older adults, homeless people, people experiencing domestic abuse, and migrant
and ethnic minority groups) (4,19,49,90,101,102,109,117,128,144,146,161,164,203).
Creating DHTs through an iterative process with target users (user-centred design) and
usability testing, including the use of validated tools (scales, questionnaires, surveys)
and qualitative research (focus groups or interviews) is common strategy to address
acceptability (section 2.4.1) (24,25,34,42,81,124,127,140).

Security and privacy concerns are significant barriers for minoritized groups to
engaging with digital health. Historical feelings of mistrust in the health system and
fears of surveillance or data misuse contribute to this issue (15,37,40,57,63,94,101,161).
Addressing such concerns by involving trusted intermediaries or messengers
(e.g. community leaders or navigators] is often a key strategy to increase the use and
adoption of digital health services by these communities (84,101,134,144). However,
despite these efforts, best practice guidelines for participatory design among these
communities, knowledge-sharing and consistent reporting of outcomes are lacking.
As a result, evidence is limited on the impact of digital health tools and services in
addressing the needs of underserved groups and improving digital health equity (42).
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What else needs to be done?
Although the field is still developing a consensus on the best ways to

measure acceptability as a domain (and related terms such as usability or
user experience), there are validated instruments to measure usability, such as the
System Usability Scale (206]. However, to facilitate progress in this field and allow for
robust indirect comparisons, developers should strive to use the same standards and
measure(s) that have been previously used to evaluate similar DHTs (727). Measuring
acceptability (or usability) should be part of the minimum requirements for the approval
and implementation of digital health innovations (700).

Better engagement with communities, including trusted intermediaries and end-
user feedback, will provide useful information for developers to ensure that digital
health tools and services are culturally sensitive and adaptable to the specific values,
beliefs and needs of the target population (4,707,108,109,112,117). Information about
engagement activities with end users should be clearly documented so that it can
be used as a guide for similar DHTs and digital health services, but more formal
guidelines on assessing acceptability or usability might also be needed. The provision
of clear communication and information for end users is vital to address trust issues,
particularly in population groups that have historically been marginalized in health care
(e.g. ethnic minority groups, people with disabilities, and rural communities) (100, 143).
Fostering a sense of autonomy, addressing confidentiality and privacy concerns, and
offering culturally appropriate DHTs and digital health services are key to overcoming
mistrust and encouraging engagement (17,29,97,100,106). For certain populations such
as those experiencing domestic violence or those who worry about being overheard,
privacy concerns relate to having a safe-space environment to engage with digital health
services. Providing access to a digital hub in the community or health-care setting may
address this issue (43,159).

Sharing success stories where digital services have created value, addressed a barrier
to care or positively impacted health could also address trustissues (95,717). For data-
driven technologies, developers must ensure that they adopt ethical Al practices,
mitigate bias and ensure transparency to maintain public trust (17,61,119,143).
Additionally, building public trust in and understanding of Al in health care requires
targeted education and communication strategies (section 2.3.2) (64].

Key message
End users must trust that their needs are met, their data are secure and the

information they receive is reliable. DHTs and digital health services should be
culturally appropriate, user centred and undergo acceptability or usability testing. For
Al-and data-driven technologies, transparency, fairness and accountability are essential
to build public trust. Clear communication, privacy protection and engagement with
marginalized communities are key to building trust and preventing health inequities.
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2.7.3 User satisfaction and sustained use

‘ Definition
Q User satisfaction plays a key role in driving user engagement with and

adoption of DHTs and digital health services (207). To achieve this, developers
need to focus on creating easy-to-use, effective and reliable DHTs that meet the needs
and expectations of end users. When users are highly satisfied, their motivation and
experience improve, leading to more consistent and long-term use of the DHTs or digital
health services.

User satisfaction ensures that health technologies are accessible, effective

and inclusive for all users, regardless of personal background, socioeconomic
status or health condition. When DHTs are designed to be user friendly and reliable, are
tailored to diverse needs, and offer value to patients or end users, they promote greater
adoption and engagement, ultimately reducing health inequities and improving health
outcomes across populations (37,91,95,134).

B Why is this important for digital health equity?

How is equity considered in the current approaches?

User satisfaction is often considered as part of the broader assessment of a
tool's acceptability and usability (8,87). For example, regulatory bodies (127,
153,202) and frameworks [124), standards (106]) and evaluation frameworks and tools (113,
121,140,146) require developers to show how their technology improves health
outcomes and how easily and effectively users can interact with DHTs. However, only
a few guidelines recommend considering the users’ holistic experience [i.e. physical,
cognitive, emotive, beliefs, preferences, motivations, or behaviours) (7] and the context
of use (24,31,92,112,128,129,150,164).

What else needs to be done?
While information about the perceived value and benefit of DHTs is relevant

and should be integrated into the regulation, implementation and evaluation
of DHTs, a deeper understanding is needed of user satisfaction and what motivates
people to use DHTs and digital health services (4,37). Social dimensions commonly focus
on access and skills but tend to overlook the underlying factors (or hooks) that motivate
people to actively engage with DHTs and digital health services (94,729). Understanding
user satisfaction is key to ensuring that people are ready to engage with and continue
to be involved with digital health. Additionally, user satisfaction should be constantly
monitored to improve quality and promote well-being to ensure ongoing engagement
and positive outcomes (137).
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Key message
DHTs must be user friendly, reliable and tailored to diverse needs. Current

approaches focus on evaluating usability, but a deeper understanding is
needed of the holistic user experience, including motivation and social factors, to
enhance sustained engagement with DHTs and digital health services.

2.8 Cross-cutting theme: equity-by-design

‘ Definition
G Equity by design is a proactive approach to developing digital health

that specifically aims to address and reduce health inequities (208). The
concept emphasizes integrating equity considerations into every stage of the design
process to ensure that digital health solutions are accessible, usable and beneficial
for diverse populations, particularly marginalized or underserved groups (6,175,107,
106,120). The approach moves beyond a superficial description of factors to an
ecologically comprehensive framework that accounts for the complex interplay of
sociodemographic, cultural and economic determinants of health and well-being.
By intentionally embedding equity throughout the digital health-care life cycle, this
approach seeks to improve clinical outcomes (e.g. mortality, morbidity and quality of
life), process outcomes (e.g. care continuity, coordination and quality), and health-care
experiences (e.g. patient/provider satisfaction and engagement] (6,15,49,165).

The International Organization for Standardization highlights the need for digital
health innovations to not only leverage technology for improved health care but to do
so in ways that actively address systemic inequities. The term tecquity highlights the
need to prioritize accessibility, inclusivity, transparency and fairness in preventing
the reinforcement of existing disparities and working towards a more just health
system (120). Ultimately, the aim is to ensure that technology requirements are driven
by a commitment to achieving both equitable access to high-quality digital health-care
solutions for all (4,13,49,109,120).

How is equity considered in the current approaches?

Evaluation frameworks and tools (113,127,128,147), standards (106,107] and
diverse implementation guidelines (6,18,34,100,129,134,145,158) recommend
that developers should design DHTs with inclusion in mind. Guidelines also recommend
that digital health tools should be developed and deployed in a way that respects human
rights and promotes social justice (18,89,122,143,161]. For example, national guidance
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such as the United Kingdom's National Institute for Health and Care Excellence evidence
standards for DHTs includes a specific standard (Standard 4) focused on addressing
health inequities and bias in DHT design [707). The adaptation of these standards by
the Spanish Ministry of Health and the Agency for Health Quality and Assessment of
Catalonia goes further by incorporating human and sociocultural factors that could
affect technology use, including acceptability, ease of use, digital health literacy, user
engagement, perceived benefits and patient empowerment. They also emphasize the
importance of evaluating the sociocultural impact of DHTs through assessing factors
such as accessibility to health services, potential changes to workflows and roles, and
the impact on the doctor-patient relationship (7106).

For data-driven DHTs, including those with Al, the emphasis is on mitigating against
algorithmic bias that could lead to inequitable health outcomes between different
population groups (17,18,32,98,105-107,119,132,142,143,145,151]; promoting the
diversification of datasets (19,99,7127,141,151]; and matching funding for Al with funding
for research into how data-driven health systems and digital health services affect health
inequities (3). This may involve funding dedicated teams to oversee post-deployment
monitoring of the impacts of DHTs on inequities (75,97 and the impact of digital health
services on wider health services [i.e. by reallocation of resources) (113,749). While
there is increasing focus on inequities based on gender (18,79,114,155,158), race or
ethnicity (3,13,98,101,109,127,142), failing to consider other social determinants
of health, as well as digital determinants of health (and how they interact with one
another), may exacerbate health inequities, especially for those who have historically
been underserved.

A concerted and intentional effort is needed at both the national and Regional levels to
develop systems and infrastructure that reduce inequities and to monitor their impact
and adapt them based on feedback with the goal to ensure that everyone has equitable
access to the benefits of digital health.

What else needs to be done?
To create tools and services that foster digital health equity, good practice could

involve conducting an Equity Impact Assessment (49,97,116,117,141,144,145)
that complies with legislation on discrimination, equity and diversity such as the
United Kingdom’s Equality Act 2010 (209). Inequities may be identified by using a
framework such as place of residence, race/ethnicity/culture/language, occupation,
gender/sex, religion, education, socioeconomic status and social capital, plus other
key characteristics [PROGRESS-Plus) (4,34,210). This would ensure that digital health
innovations are inclusive, equitable and fair for all users. However, additional funding
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may be needed for regulatory bodies to implement this as part of the approval process
for new DHTs (13). For data-driven systems, there is a call for increased certainty and
clarity in regulations and standards to address the immediate needs of the growing
number of Al-driven applications (13,19,64,98,211). In addition, it is essential to
develop governance structures to continuously evaluate and mitigate bias in Al-driven
technologies (75]. From the European perspective, harmonizing rules on conformity
assessment procedures across the EU, eliminating regulatory duplication and ensuring
the effective exchange of information between notified bodies on market authorization
of the same product for digital health use are needed to advance digital transformation
in health care equitably across the continent (99).

Policies that mandate equitable design in digital health solutions are essential to ensure
that public health systems prioritize equity alongside innovation (60]. However, equity
in digital health cannot be achieved in isolation: a multistakeholder, systems-based
approachis crucial to integrating digital health initiatives with the existing health-care
infrastructure, addressing the concentration of technological and market power that
restricts equitable access, and upholding health care as a fundamental right, with digital
inclusion as a core principle (118,135,157).

Key message
Equity by design proactively and intentionally integrates equity into every

stage of DHT development and deployment. This includes considering equity
across the infrastructure, ensuring diverse data to minimize bias, employing user-
centred design for inclusivity, establishing equity-focused standards and fostering
collaboration among stakeholders. However, there is no universally agreed method to
implement this approach, making consistency in application a challenge at both the
national and international levels. The lack of standardized monitoring frameworks
makes it difficult to assess the impact of digital health and integrate equity into every
stage of development to ensure that the benefits reach everyone.
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3.1 Strengths and limitations of the review

The review was underpinned by a comprehensive search strategy, but there were
some limitations. First, the quality of the included sources was not assessed. However,
as the purpose of this study was not to validate methodological rigor but to gain an
overview of the integration of equity into the regulation, implementation and evaluation
of digital health, the lack of a quality assessment does not undermine the validity of
the review. Secondly, although the searches were not limited by language, only two
academic papers published in languages other than English were identified and only
one met the criteria for inclusion. Most of the academic literature came from the
WHO Region of the Americas (United States of America/Canadal, whereas European
evidence predominantly derived from high-income western European countries such
as the United Kingdom, limiting its generalizability to all Member States of the WHO
European Region. The review included a wide range of grey literature to capture ongoing
or emerging work that may not yet be part of the established academic discourse.
However, emerging frameworks may have been missed if they were published as
commentary or viewpoint article. Lastly, due to the rapidly evolving nature of the field,
it is possible that some emerging literature, including recent studies, frameworks or
regulatory updates, may have been overlooked in the review. Nonetheless, the review
identified important areas where a lack of frameworks and guidelines have created
uncertainty and considerations are proposed to address these gaps.

3.2 Promoting equity in digital health

Ensuring that equity is considered during the development and deployment of digital
health innovation is a priority across many Member States of the WHO European
Region. Yet, equity in digital health is a significantly complex challenge, given that
the drivers may relate to the underlying technical infrastructure, data systems and
digital health tool performance, and the broader social inequities reflected in digital
access, skills and literacy, and engagement across population groups. Addressing these
interconnected challenges is critical to ensuring that digital health benefits alland does
not inadvertently exacerbate existing inequities.

This scoping review examined how equity is reflected in recent literature across
regulation, evaluation and guidance frameworks for digital health. Adopting a whole-
system, sociotechnical approach, equity was considered across six technical and
social domains of a digital health system, and opportunities for embedding equity were
identified. While most publications had high-level principles, they did not explicitly
embed actionable equity considerations. The report drew together key themes to
guide health systems, regulators and innovators on embedding equity in digital
health systems.
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3.2.1 Equity in digital infrastructure and systems

The digital infrastructure is the foundation upon which digital health innovations are
developed and deployed, yet the importance of designing digital data and operating
systems [(including infrastructure, interoperability, adaptability and scalability) to
support an equitable digital health system was not emphasized. The literature largely
referred to the necessity to consider the infrastructure, digital maturity and scalability
to enable deployment in low-resource settings (2,87,126,135,157). However, while the
importance of adaptability to support user needs was highlighted, actionable steps to
action were lacking. Areas for further consideration are as follows.

* Adopt minimum digital infrastructure and open interoperability standards in
line with data protection legislation to support the design of health systems
to mitigate against bias in DHTs and enable more equitable development and
deployment of digital health tools (2,87,126,135,157).

* Embed data solidarity into interoperability standards and governance to ensure
that health data are shared and used in ways that benefit all, particularly
underrepresented groups, while respecting privacy, autonomy and social
good (212).

* Define and integrate equity metrics into infrastructure maturity models to identify
gaps and examine and monitor scalability from an equity perspective (272).

e Apply user-centred design principles to best practice guidance to develop and
deploy DHTs that are truly adaptable to the unique needs (such as language,
literacy, and accessibility) of disadvantaged groups (38,44,126], and incentivize
developers to integrate these to reach all population groups (99,213).

3.2.2 Equity in data

While existing legislative frameworks provide robust foundations for data governance
alongside guidance to support, for example, culturally sensitive governance and
consent, gaps remain in the practical implementation for equity. Addressing these
gaps is essential to protect vulnerable populations and remove barriers to engagement
with digital platforms. Improved engagement with digital health systems can reduce
the exclusion of underrepresented populations (and bias) in the underlying source data.
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The review found a greater emphasis on equity within quality assurance and bias, but
the connection to embedding equity-by-design principles into the underlying digital and
data infrastructure and systems of care and the involvement of participatory approaches
were not always evident. Areas for further consideration are as follows.

* Promote consent, trust and cultural sensitivity: embedding user-centred design
into data governance processes (data collection, share and use and value] to
reflect diverse cultural background or needs to support clear communication.
Building trust through participatory governance and community engagement
is essential for equitable and sustainable digital health innovation (38,121,146,
147,161,214,215).

* Ensureaccessible mechanisms forindividuals with low literacy, visual impairment
or other barriers such as by using simplified consent forms and alternative or
complementary formats (e.g. audio, interactive designs, community consent)
(29,42-45,120,124,127-129).

* Define core equity indicators/domains to support an approach that addresses
underrepresentation in data and bias. Work with engineers, digital infrastructure
and data specialists to develop systems to ensure disaggregated data collection
for equity (e.g. collect once, use many times), regularly examine the reporting
of bias, and incorporate intersectional analysis into routine practice (4,85, 142).

3.2.3 Equity in digital health tool performance

Understanding the performance of digital health tools across population groups is
critical to achieving equitable health outcomes. While there was a strong narrative for
equity in some areas, for example user-centred design, safety and algorithmic bias, the
equity-specific implications were lacking in others (validity and reliability) (13,54,66).
Areas for further consideration are as follows.

* User-centred design is integral to the design, implementation and evaluation
phases of digital health tools, but a standard approach to its practical application
is needed to ensure that equity considerations are not generalized and to
demonstrate how feedback informed development and deployment;

* Ensuring that equity considerations are embedded in the validation, reliability
and safety of digital health tools before and after deployment to ensure consistent
and accurate performance across intended users. Regulatory frameworks should
also support the development of digital health tools that are generalizable and
inclusive of underrepresented groups.

* Standard evaluation frameworks for DHTs should place a greater focus on equity.
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3.2.4 Equity in digital access

Across DHT regulation, implementation and evaluation, addressing equitable access
to devices and/or the internet connection is recognized, but there is a lack of focus
on addressing the broader social and digital determinants of health such as digital
infrastructure (e.g. geographical location], disability, gender and poverty. Despite
multiple examples of programmes operating across sectors to address digital access,
robust evaluation is needed to ascertain the sustainability of the impact (4,27). Areas
to consider are as follows.

e Supportcollaborationand the potential towork across public, private and voluntary
sectors to address the underlying drivers of inequities in digital access (28,47, 76,
90,133,162).

* Evaluate and share best practice in digital exclusion to support collective
success (4).

* Recognize that for some groups, improving access alone will not address digital
health equity due to a lack of skills or perceived value of engaging with digital
platforms, hence the need to preserve a non-digital route to care (25,149).

* Promote awider focus that extends to variations in digital access for health and
care staff, linked to the digital infrastructure of the health system (102).

3.2.5 Equity in digital skills for health

Ensuring that users (both the public and professionals) have the skills to effectively
understand and engage with DHTs is a key component of achieving digital health equity.
While several frameworks support the development of digital health skills, including
those focused on end-user and professional competencies, knowledge gaps remain in
how to practically apply and tailor these frameworks to ensure equity in digital skills
implementation. Limited digital literacy and skills among certain population groups
present significant barriers to equitable engagement with digital health innovations.
Tailored interventions are needed to support individuals with varying levels of digital
proficiency or with cultural or other contextual concerns. Areas to consider are
as follows.

* Provide training for health-care professionals (capacity-building]) to
effectively use digital health and to support their patients, with an emphasis
on understanding cultural and other contextual barriers to participation
in a digital health system, including discrimination awareness and ethical
considerations in data-driven technologies (13,15,18,48,61,64,67,81,114,119,
151,159,188).
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* Identify groups that need support to develop digital literacy (across the public,
patients, carers and health and care professionals) and test approaches
to address these gaps [90/). Share insights from approaches to mitigate
digital literacy.

3.2.6 Equity in engagement and use of digital health

Active and meaningful use of digital health is essential to deliver the intended benefits
and health outcomes, yet some communities are less likely to engage with DHTs, even
when access and skills barriers are addressed. While current frameworks address
components such as accessibility and user satisfaction, an equity lens should be
used to understand the social and behavioural determinants of low engagement
with DHTs (4). Such low engagement can stem from mistrust, perceived irrelevance
and poor user-centred design; consequently, certain groups less likely to engage or
benefit (48,120). Areas for consideration are as follows.

* Adopt user-centred design approaches to develop DHTs that align with user
needs by improving usability, engagement and the overall impact on health
outcomes, thus supporting equity in digital health (49,57,76,117).

* Promote the incorporation of behaviouralinsights to identify and address barriers
to engagement, and support action to achieve more equitable and sustained use
of DHTs (4).

* Strengthen monitoring and evaluation frameworks to assess the uptake,
utilization and impact of DHTs across different population groups, paying specific
attention to disparities across equity domains (34,48,120).

3.3 Considerations to ensure equitable benefits from
digital health innovation across the WHO European Region

As the understanding of equity within the context of digital health improves, regulators,
health policy and health systems are putting in place initiatives to mitigate against
potential inequities in a digital health system. This review highlights the complexity of
the challenge across the different components of a digital health system, and the need
to move beyond generic protections towards embedding equity through action across
adigital health system. Emerging areas for consideration to inform a Regional strategy
for digital health equity are outlined in the following sections (Fig. 4).
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Fig. 4. Inequity in technical and social components of a digital health system creates
a cumulative digital health equity gap
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Moving towards an equitable digital health system

* Develop a shared understanding of what an equitable digital health system
consists of to address fragmentation and lack of coherence in digital health
policies and support a comprehensive approach to ensuring equity is embedded
into digital transformation. Without coordinated efforts, there is a risk that
fragmented interventions will contribute to a cumulative digital health equity gap.

* Develop a common definition of core equity domains and measures of equity in
digital health systems to facilitate evaluation and shared learning across the
Region (4,27,34).
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Using tools and frameworks to operationalize equity

* Develop a maturity matrix for an equitable digital health system to help countries

to identify their most significant barriers to achieving equity in a digital health
system and guide solutions. By recognizing that countries have diverse digital
landscapes, health systems and population needs, this approach would facilitate
tailored action to close digital health equity gaps.

Define interoperable minimum equity standards across the technical and
social components of a digital health system and ensure effective governance
structures for implementation. This could include:

- inclusive digital/data infrastructure principles, including public engagement,
consent and trust (18,119, 124);

+ data standards for equity (e.g. STANdards for data Diversity, INclusivity and
Generalisablity (STANDING) Together collaborative recommendations) to promote
inclusive datacollection/engagementwith digitalhealth systems (142,145, 146);

« minimum accessibility standards for equity in digital health access (121,127,
139/; and

« digital skills standards for public and professionals (100,151).

Promote the use of tools to support the development of equitable digital health
systems and facilitate shared learning and knowledge transfer to support
adoption and scalability in a fast-paced digital health landscape. This could
include:

« embedding equity-by-design principles throughout the design, development,
implementation and evaluation phases of digital health systems by adopting
a user-centred design approach that actively involves diverse end users,
particularly those from marginalized groups, in the co-design and testing of
digital health innovations (709,139,143,156]; and

« using structured tools such as equity impact assessment tools to evaluate
the potential impact of digital health on health equity (15,34,49,101).
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Strengthening regulation, governance, and financing for digital health equity

* Promote the harmonization of equity-focused regulatory frameworks across
the Region and encourage consistency in embedding inclusivity within DHTs.
This includes balancing universal principles of equity with context-specific
considerations to ensure that digital health innovations are both fit for purpose
and responsive to the needs of intended users.

* Strengthen governance and accountability for equity in digital health systems by:

 ensuring oversight of DHTs post deployment through standardized
monitoring and evaluation frameworks for access and outcomes across
population groups, and capturing the underlying drivers of differences in
real-world settings (spanning access, use, outcomes, bias and emerging
risks, e.g. implication of data drift in Al/machine learning tools and
equity) - building on existing evaluation frameworks will enable robust
comparisons. (107,146,147]; and

« implementing sustainable financing and reimbursement mechanisms to
promote inclusive innovation, for example, by incentivizing developers to
demonstrate how their tools address the needs of underserved populations
and reduce health disparities (213).

e Address technological and market power imbalances to ensure equitable
access to digital health solutions for all, for example, by ensuring that public
procurement strategies and pricing policies are leveraged to improve equitable
access, particularly for underserved populations (56).

Building capacity and cross-sectoral collaboration for digital health equity

e Develop interdisciplinary teams - while each specialist team may focus on
one component (e.g. digital architects, data engineers, clinicians, patient-
engagement teams), there needs to be better integration across specialists
through drawing on user-centred design involving social scientists, ethicists and
community engagement to achieve a whole-system integration of equity. Teams
should also aim to include specialists from diverse backgrounds (e.g. gender, age
and ethnicity) to protect against unconscious bias (27,55,96, 145].
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Establish communities of practice and implementation science networks to
share learning and support equity-focused implementation of digital health
through dissemination of standardized frameworks, tools and lessons learned.

Collate and implement best practice approaches to support active engagement
in the development and implementation of DHTs and digital health systems to
ensure equity and build trust across the public, professionals and communities.

Foster cross-partnership collaborations (across government, academia, industry
and civil society) to identify best practices for meaningful engagement in the field.

Advocate for digital health equity by levering international research and
supporting policy experimentation and engagement across government,
academia and the public sector to build more equitable digital health
systems (22,46,47,71,104,151,175,186).
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Achieving health systems that deliver equitable benefits for all populations remains
a central priority for the WHO European Region. To fulfil this goal, equity must be
established as a core principle throughout all stages of health system transformation.
This requires a comprehensive, whole-system approach that goes beyond the
technological aspects of digital health to address the broader societal determinants
and structural inequities influencing digital inclusion.

Progress towards equitable digital health requires an intentional and coordinated
effort to build systems that are inclusive, culturally responsive and adaptable to varied
contexts and populations. Through these actions, the Region can lead the way in
harnessing the transformative potential of digital health innovations to reduce health
inequities and improve health outcomes for all.
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Annex 1. Search strategy

An electronic search of the Applied Social Sciences Index and Abstracts, Embase,
MEDLINE, PsycINFO and Scopus databases was conducted to identify academic
papers on the regulation, implementation and evaluation of digital health. The search
was limited to publications published between January 2015 and June 2024 to align
with adoption of the Sustainable Development Goals (7] and capture the accelerated
advancements in digital health innovation following the coronavirus disease (COVID-19)
pandemic. To include emerging evidence outside traditional academic channels,
additional searches were conducted in Google Scholar and of the websites of relevant
think tanks and technical agencies.

The search strategy considered academic and grey literature published from 2015 to
June 2024. The database search yielded aninitial 6671 papers and a further 110 sources
were obtained from grey literature searches of relevant websites and suggestions from
stakeholders (Table A1.1). After removing duplicates, 5236 papers were screened at
title and abstract, of which 4920 were excluded. A total of 424 full-text records were
assessed, of which 77 grey literature sources and 77 academic articles met the inclusion
criteria (Table A1.2). Studies were selected according to Preferred Reporting Items for
Systematic reviews and Meta-Analyses (PRISMA] guidelines (Fig. A1.1] (2).

Table A1.1. Sample search terms for MEDLINE and Embase

Search concept Set Searchterms

Digital health ~ S1 (“digital health*" or “digital healthcare” or “digital intervent*” or
technologies mhealth or m-health or “mobile health*” or ehealth or e-health
or ehealthcare or e-healthcare or telehealth or telehealthcare
or telemedicine or tele-health or tele-healthcare or “health
technolog*” or tele-medicine or teleconsultat* or “patient portal*”
or “virtual health*” or “virtual healthcar*” or “virtual care” or
“virtual medicine” or “electronic health*” or teleconsultation* or
“digital consult*” or “virtual consult*” or “remote care” or telecare
or “video consult*” or “electronic consult” or “e-consult” or “e
consult*” or “smart health*” or “electronic personal record*” or
“electronic patient record*”).ti,ab.

S2  exp Digital health/ or exp Telemedicine/
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Table A1.1 contd

Search concept Set

Search terms

Evaluation
frameworks or
assessment
tools

Equity and
access

S3

S4

S5

S6

S7

S8

("digital technolog*” or “digital health technolog*” or “digital tool*”
or “digital platform*” or “digital solution*” or “digital innovation*”
or “health* data” or "health* information system*” or “big data” or
blockchain* or “artificial intelligence*” or Al or “machine learning”
or “deep learning” or “neural network*” or “internet of things” or
interoperability or “internet-based intervention*” or “Internet of
Things” or “integration” or “clinical decision support system*” or
CDSS or “natural language processing” or “generative Al”).ti,ab.

exp Digital Technology/ or exp Patient Portals/ or Mobile
Applications/ or Internet-Based Intervention/ or Health Information
Interoperability/

(("effective* framework*” or “efficacy adj4 framework*” or
“impact* adj4 framework*” or “outcome* adj4 framework*” or
“evaluat* framework*” or “evaluat* model*” or “evaluat* adj4
metric*” or “evaluat* criteri*” or “evaluat* adj4 measure*” or
evaluat* or "Health Equity Assessment Tool") adj4 (digital* or
telehealth* or ehealth* or “mobile health*” or mhealth* or virtual*
or remote*)).ti,ab.

((guidance or regulat* or regulator* or “white paper*” or
legislation*] adj4 (digital* or telehealth* or ehealth* or “mobile
health*” or mhealth* or virtual* or remote*)).ti,ab.

((evaluat* or framework* or model or taxon* or tool*) adj4 (digital*
or telehealth* or ehealth* or “mobile health*” or mhealth* or
virtual* or remote*)).ti,ab.

exp Program Evaluation/
exp Health Equity/

S10

S11

S12

((health adj4 equit*) or (health adj4 equalit*) or equit* or “inclus*
health” or (health* adj4 bias*) or “health inequalit*” or “health
disparit*” or “digital divide*” or “equit* digital health*” or (“"social
determinant*” adj4 health] or vulnerable or marginali?ed or
disadvantag* or “hard to reach” or underserv* or minorit* or
exclus* or migrant* or “migrant typolog*” or refugee* or “asylum
seeker*” or “excluded population*”].ti,ab.

((Al or "Al ethic*" or "Al fairness” or “Al bias*" or “algorithm* bias*"
or “machine learning fairness” or algorithm* or accountab*) adj4
(digital* or telehealth* or ehealth* or “mobile health*” or mhealth*
orvirtual* or remote*)).ti,ab.

((fair* or impartialit* or justice or equit* or equalit*) adj4 (digital* or
telehealth* or ehealth* or “mobile health*” or mhealth* or virtual*
or remote*)).ti,ab.
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Search concept Set

Search terms

S13

S14

S15

Equity S16
(including
fairness terms)

S$17

S18

((ethic* or exclusion* or inclusion* or inequalit* or “social
determinant*”) adj4 (digital* or telehealth* or ehealth* or “mobile
health*” or mhealth* or virtual* or remote*)).ti,ab.

("Health* Qualit*” or “health* access*” or “health* evaulat*”

or “health technology assess*” or “digital health technology
framework*” or “Delivery of Health Care” or “Health Services
Accessibilit*” or “Access to Primary Care” or “Health Equit*” or
“Right to Health” or “health* Diversit*” or “health* Inclusion” or
“Health* Disparit*” or “Ethic* factor*” or “Epidemiologic Factor*”
or “Health Care Evaluation Mechanism*” or “Quality of Health
Care” or “Social Inclus*” or “Social Deprivat*” or “Discriminat*”
or “Socioeconomic Factor*” or “Social Determinants of Health” or
“health influenc*”).ti,ab.

((trust* or accept* or rural* or connectivit* or affordabilit* or
“digital literac*” or “socioeconomic status*” or geograph*) adj4
(digital* or telehealth* or ehealth* or “mobile health*” or mhealth*
or virtual* or remote*)).ti,ab.

(lintersection* or ageism or sexism or xenophobia or homophobia
or racism or “racial bias*” or “gender bias*” or “political
landscape*” or “local view*” or “algorithm* bias*" or justice

or “clinic* bias*” or algorithm* or data) adj4 (bias* or ethic* or
fairness or justice or injustice or impartial* or discriminat* or
accountab*)).ti,ab.

exp culturally competent care/ or health services accessibility/ or
exp healthcare disparities/ or exp Intersectional Framework/

STorS2orS3orS4

S19
S20
S21
S22

S5o0rSé6orS7orS8
S90rS100rS110orS120rS130orS14orS150rS160r S17
S18and S19 and S20

limit S21 to yr="2015-Current”

Al: artificial intelligence; CDSS: clinical decision support system.

85



86 Equity across the regulation, implementation and evaluation of digital health: scoping review

Table A1.2. Inclusion and exclusion criteria

Criterion Included Excluded

Population Any -

Language All Sources without an abstract or executive
summary in English

Publication 2015-June 2024 Published before 2015 or after June 2024

date

Type of source

Equity

Digital health

Academic literature and

grey literature, including
policy briefings, government
reports, regulations,
guidelines or evidence
standards, and frameworks
or assessment tools of digital
health technologies

Resources that incorporate
equity in the regulation,
implementation and
evaluation of digital health.
This will be considered across
equity domains

Includes telemedicine,
m-health, e-health, digital
health, electronic health
records, smart health, patient
portals, health information
systems, remote patient
monitoring, Internet of
Things, Al, big data, machine
learning within health, and
software as a medical device

Commentaries, opinion articles, press
releases, news articles, abstracts without
full text, product reviews, editorials,
advertisements and marketing materials,
any literature not specifically addressing
equity, and conference proceedings

Resources that do not address equity in
the context of digital health regulation,
implementation or evaluation

General well-being or lifestyle-oriented
technologies such as fitness trackers,
meditation apps and consumer-based
wellness technology




Fig. A1.1. PRISMA flowchart of selection of articles

Selection of studies from other sources

Records identified from other sources:

Identification

Records identified
from databases

(n=6671)

Records after
duplicate removal

(n=5236)

Articles sought for
retrieval

(n=316)

Full-text articles
assessed for
eligibility

(n=316)

Studies included in
scoping review

(n=154)

Selection of studies from databases and registers

Duplicate records
excluded

(n=1435)

Records excluded
based on title/
abstract screening

(n=4920)

Articles not retrieved

(n=0)

Full-text articles
excluded (n =239)

Reasons:

¢ wrong publication
type (n=108)

* wrong outcome for
protocol (n = 100)

* no mention of
equity (n=28)

¢ already found in
grey literature
search (n=3)

Annex 1. Search strategy

* websites (n=88)

 suggested by stakeholder (n =22)

Articles sought for
retrieval

(n=110)

Full text articles
assessed for
eligibility

(n=108)

Articles not retrieved
(n=2)

Reason:

e retracted (no
response from
author)

Full-text articles
excluded (n=31)

Reasons:

¢ wrong publication
type (n=3)

¢ no mention of
equity (n = 26)

¢ already foundin
database search
(n=2)
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The search identified any publications reporting on the regulation, implementation
or evaluation of digital health systems. The geographical scope focused on the WHO
European Region, but relevant publications from other regions or countries that had an
abstract or executive summary published in English were included. Articles in languages
other than English (2], were translated using DeepL Translator (3). Commentary or
opinion pieces, viewpoints, editorial articles, abstracts without full text, product reviews,
and publications focused on general well-being or lifestyle-oriented technologies
(e.g. fitness tracker or consumer-based wellness tech) were excluded. Table A1.3
shows the characteristics of the included publications. Countries and regions/areas
are ordered by descending percentage; those with the same percentage are ordered
alphabetically.

Table A1.3. Characteristics of included publications

Characteristic n %

Type of publication

Technical guidance 39 25.3
Literature review 32 20.1
Implementation framework 26 16.9
Evaluation frameworks/assessment tools 20 13.0
Observational study 11 7.1
Descriptive case study 9 5.8
Systematic review 6 3.9
Regulatory framework 6 3.9
Standard 3 1.9
Experimental study 2 1.3
Region/Member State
WHO European Region 69 44.8
United Kingdom 36 23.4
EU countries 5 3.2
Finland 5 3.2
Spain 5 3.2
Netherlands (Kingdom of the) 4 2.6
France 3 1.9
Germany 3 1.9
Sweden 2 1.3
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Annex 1. Search strategy

Characteristic n %
Austria 1 0.6
Denmark 1 0.6
Greece 1 0.6
Israel 1 0.6
Norway 1 0.6
Switzerland 1 0.6

WHO Region of the Americas (United States of 52 33.8

America/Canadal

Global organizations 21 13.6

Other region 12 7.8
Australia 7 4.5
India 1 0.6
Japan 1 0.6
Republic of Korea 1 0.6
Singapore 1 0.6
South Africa 1 0.6

Focus of the publication

Implementation 43 27.9

Evaluation 21 13.6

Regulation 9 5.8

Overlapping focus

Implementation and evaluation 60 39.6

Regulation, implementation and evaluation 10 6.5

Regulation and implementation 8 5.2

Regulation and evaluation 2 1.3

EU: European Union.
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A systems approach to considering equity across digital health
system components

The consideration of equity across the complex array of literature, regulations and
guidance for digital health required a whole-system approach spanning the different
areas of a digital health system. The review adopted a sociotechnical approach (5] that
considered equity across the components of a digital health system, as informed by
existing frameworks (e.g. by drawing on a guide to good practice for digital and data-
driven health technologies) (6)).

The digital health ecosystem includes multiple stakeholders across the health sector
such as health-care providers, government agencies, academic institutions, public
health organizations, patient advocacy groups and the private sector (e.g. startups,
technology developers). The analysis specifically focused on the public and government
sectors, including national health systems, regulatory bodies and publicly funded digital
health initiatives. Although the private sector plays a significant role in digital health
development, the review primarily considered frameworks, policies and interventions
that are publicly governed and regulated. In addition, it focused on digital health
within health systems and national health services, and did not analyse public health
programmes or the broader digital health ecosystem.

Data extraction and analysis

The scoping review used the Arksey and O'Malley framework (7] and the PRISMA
Extension for Scoping Reviews (8). The protocol was registered on the Open Science
Framework (9). The key review questions were as follows.

1. To what extent is equity incorporated into regulations for digital health across
the WHO European Region and globally?

2. To what extent is equity incorporated into the implementation or the evaluation
of digital health across the WHO European Region and globally?

3. What are the implications of the findings towards ensuring equitable benefit from
digital health innovation?
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The review considered digital health equity across five domains (demographic,
geographical, economic, social and cultural) and associated subdomains (Table A1.4), as
informed by the Sex and Gender Equity in Research guidelines (10, the United Kingdom's
Equality Act 2010 (77]) and the place of residence, race/ethnicity/culture/language,
occupation, gender/sex, religion, education, socioeconomic status and social capital,
plus other key characteristics [PROGRESS-Plus) framework (Table A1.5) (712).

Table A1.4. Digital health equity domains and subdomains considered in the review

Demographic Geographical Economic Social Cultural
Age Region Deprivation Disability Cultural
Ethnicity Urban/rural Employment Education practices
Gender status Education level

Income
Sex Language

Marital status
Religion

Sexual
orientation

Social capital

Table A1.5. Equity domains and subdomains mapped against key frameworks

Equity domain Subdomain PROGRESS-Plus SAGER United
(WHO equity guidelines  Kingdom
classification)? Equality
Act 2010
Demographic  Age Plus (age] Age Age
Gender G (gender/sex) Gender Gender
Sex G (gender/sex) Sex Sex
Ethnicity - - Ethnicity
Geographical  Urban/rural P (place of residence) — -

Region
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Table A1.5 contd

Equity domain Subdomain PROGRESS-Plus SAGER United
(WHO equity guidelines Kingdom
classification)? Equality
Act 2010
Economic Deprivation S (socioeconomic - -
Income status) - -

Employment status O (occupation) - -

Social Education level E (education) - -
Disability PLUS (disability) - Disability
Language S (language) - -
Religion R (religion) - Religion/belief
Sexual orientation S (sexual orientation] - Sexual
orientation
Social capital S (social capital) - -
Marital status PLUS (marital status) — Marriage/civil
partnership
Cultural Cultural practices R (race/ethnicity/ - Religion/belief
culture/language)

PROGRESS: place of residence, race/ethnicity/culture/language, occupation, gender, sex, religion, education, socioeconomic
status and social capital; Plus: other key characteristics; SAGER: Sex and Gender Equity in Research.
2 World Health Organization (4).

The following data were extracted: (i) author/organization and publication date;
(ii) country of first author/organization; (iii) publication type; (iv] scope (regulation,
implementation or evaluation); (v) equity considerations related to the components
and subcomponents of a digital health system; (vi] any other relevant information about
equity; and (vii) specific equity domains addressed or discussed in the publication. Since
the scoping review focused on providing a comprehensive picture of what is currently
known about digital health, the evidence was not critically appraised.

Records were uploaded to NVivo 14 software (Lumivero) for data extraction and thematic
coding. For each publication, text related to digital health equity was coded according to
the digital health components (Table A1.4). Emergent themes under each component
were recorded in an iterative codebook that included definitions and examples from
the sources. Through consensus discussions among three reviewers, themes and
subthemes were refined and merged, resulting in 14 final subcomponents of the
technical and social digital health components and one cross-cutting theme. This
framework was used to structure the thematic narrative review to ensure that equity
considerations were examined across each sociotechnical component of the digital
health system (Fig. A1.2).
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Fig. A1.2. Digital health components and subcomponents used to inform the data
extraction proforma for the review

Digital Digital

infrastructure health tool enU:eean::nt
and systems performance 929
Digital Data Ysercenired Accessibility
computing EJEIUEITES, esign . . and ease
infrastructure privacy and o Access to Digital skills of use
security Validity and digital for health
reliability technology
Acceptability
Interoperability Tranz;::jrency Safety and trust
) [ User
Adaptabil_ity ; Monitoring satlsfact'lon
and scalability Data quality o] avaElE e and sustained
for equity use

Notes: blue indicates technical digital health components and subcomponents; green indicates social digital health
components and subcomponents; and pink indicates a cross-cutting theme.
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Annex 2. Overview of the
regulation of a digital
health system: challenges,
current approaches and

recommended actions

The review identified the relevant regulation of a digital health system for each of its
components and subcomponents (Table A2.1).

Table A2.1. Regulation of a digital health system mapped to components and

subcomponents

Digital health
component and
subcomponents

Challenges and gaps

Current approaches

Recommended
actions

Digitalinfrastructure
and systems

e Digital computing
and infrastructure

e Interoperability

e Adaptability and
scalability

Regulations

rarely address
underinvestmentin
digital infrastructure
and, while
interoperability is
good practice, itis
not yet mandated.
There are no
requirements to
adapt DHTs to the
cultural, linguistic
orinfrastructural
needs of diverse
populations. The
absence of equity
metrics may limit the

ability of underserved

populations to
benefit from scalable
solutions

Regional bodies such
as the EU have made
efforts to harmonize
digital health
regulations to ensure
secure, standardized
and ethical access,
sharing and use of
health data across
Member States

Establish standards
that address
investment in
inclusive digital
infrastructure,
mandate
interoperability and
require DHTs to be
adaptable to the
cultural, linguistic
and infrastructural
needs of diverse
populations and
settings

Integrate equity-
focused indicators
into infrastructure
maturity models to
support Member
States in assessing
and improving

the inclusivity and
scalability of digital
health systems
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Table A2.1 contd

Digital health Challenges and gaps Current approaches Recommended
component and actions
subcomponents

Data Current governance  Legislation such as Complementary

e Data governance,
privacy and security

e Transparency and
accountability

e Data quality

frameworks lack
explicit mechanisms
to uphold collective
community rights
and ensure the
meaningful
involvement of
vulnerable and
marginalized
populationsin
decision-making
processes related to
digital health

There are no
regulatory
requirements

to mitigate bias
beyond general risk
assessmentin Al-
driven innovations,
prevent data-driven
discrimination,

or prevent data
exploitation by
wealthier nations

the GDPR (1) and
HIPAA (2] safeguard
individual rights,
thus encouraging
accountability and
limiting harmful data
practices

In Europe, the EU
Data Governance
Act and Artificial
Intelligence Act,
aim to strengthen
trust, transparency
and accountability in
data use, including
requirements for
data quality and bias
mitigation in high-
risk applications

regulatory oversight
and guidance are
needed to address
equity, including
community-
centred governance
frameworks

Governments and
relevant stakeholders
should strengthen
regulations and
standards to ensure
accountability and
transparency in

the use of health
data, including the
implementation

of regular audits.
Special attention
must be given to
safeguarding the
rights and privacy
of vulnerable
populations

Digital health tools
performance

e User-centred
design

e Validity and
reliability

e Safety
e Algorithmic bias

e Monitoring and
evaluation for
equity

Regulatory
frameworks for
DHT performance
focus on safety,
effectiveness

and performance
monitoring, with
varying degrees of
attention to equity
considerations such
as UCD.

The principles of
UCD are broadly
integrated into
regulatory
frameworks for
DHTs, including
requirements such
as usability testing
and end-user
engagementin the
development of these
technologies

Develop and enforce
requirements for
equity-focused
monitoring and
evaluation of digital
health innovations

Governments and
health services
should prioritize
funding, adoption
and reimbursement
mechanisms that
support DHTs that
meet global usability
and accessibility
standards through
ucb
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Digital health
component and
subcomponents

Challenges and gaps

Current approaches

Recommended
actions

Digital health tools
performance (contd)

There is a lack

of specific
requirements for
equity-focused
monitoring and
evaluation, which
can reinforce existing
disparities, produce
biased outcomes,
erode trust and
exclude historically
marginalized
communities from
the benefits of digital
health

Access to digital
technology

Without regulatory
support for equitable
access, digital

health systems risk
exacerbating existing
health disparities,
particularly among
underserved and
marginalized
populations

Regulatory bodies
collaborate with

diverse stakeholders,

including national
health authorities,
health-care
providers, internet
service providers
and NGOs, to
shape policies that
promote affordable
treatments

for vulnerable
populations and
address digital
exclusion

Strengthen
cross-sectoral
collaboration and
develop policies
that ensure that
DHTs are accessible,
affordable and
tailored to the needs
of underserved

and marginalized
communities,
thereby promoting
equity in health
access and outcomes

Digital skills for
health

The inclusion of
digital literacy

or skills for both
patients and health
professionals is

not addressed in
regulations and

not consistently
linked to regulatory
safeguards such as
informed consent or
data governance,

Digital health
strategies recognize
digital literacy as a
priority, with some
policies setting
targets for basic
skills as non-binding
recommendations

Build cross-sectoral
partnerships to
support long-term
investment in digital
literacy initiatives

Encourage
regulatory bodies

to define minimum
standards for digital
competenciesin
professional training
curricula
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Digital health
component and
subcomponents

Challenges and gaps

Current approaches

Recommended
actions

Digital skills for
health (contd)

thus limiting users’
ability to understand
data practices

and engage in

data governance
processes

Use and engagement

e Accessibility and
ease of use

 Acceptability and
trust

e User satisfaction
and sustained use

Regulatory
frameworks often
address accessibility,
trust and usability,
but do not fully
incorporate equity
considerations,
particularly for
marginalized
populations.

There is a need for
regulations that
explicitly ensure
accessibility, build
trust and promote
sustained use, with
a focus on inclusivity
and cultural
sensitivity across
diverse groups

Some regulations
address accessibility
and usability through
standards, usability
testingand UCD
principles, but may
not fully consider
the specific needs

of underserved

or marginalized
populations, thus
potentially limiting
equitable access to
digital health

Regulations should
mandate compliance
with minimum
accessibility and
usability standards
to ensure equitable
access to digital
health innovations
for all populations

Public health
systems should
incentivize the
development

and adoption of
accessible and
user-friendly DHTs to
promote equity and
inclusivity

DHT: digital health technology; EU: European Union; GDPR: General Data Protection Regulation; HIPAA: Health Insurance
Portability and Accountability Act (United States); NGO: nongovernmental organization; UCD: user-centred design.
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The review identified the relevant methods of implementation and evaluation of a digital
health system for each of its components and subcomponents (Table A3.1).

Table A3.1. Implementation and evaluation of a digital health system mapped to
components and subcomponents

Digital health Challenges and Efforts/emergent Recommended
component/ gaps solutions actions
subcomponents

Digital Persistent Some equity Establish minimum
infrastructure and gaps in digital impact assessment  digitalinfrastructure
systems infrastructure, tools include standards, including

e Digital computing
and infrastructure

e Interoperability

e Adaptability and
scalability

inconsistent
interoperability
across the Region
and limited guidance
on adaptability and
scalability of digital
health innovations
prevent equitable
implementation and
evaluation

considerations of
the infrastructure
needed to
implement digital
health interventions

Interoperability is
commonly assessed
in HTAs, with a focus
on compliance with
regional standards
and the integration
of DHTs into existing
health systems

accessibility,
affordability and
multilingual support

Advocate for the
integration of
social and digital
determinants

of health into
interoperability
frameworks to
enable more
targeted, equitable
and context-
sensitive digital
health interventions
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Digital health Challenges and Efforts/emergent Recommended
component/ gaps solutions actions
subcomponents
Data Implementationand  Existing non- Prioritize
« Data governance, evaluation of digital ~ binding regulatory participatory
. health systems often  frameworks governance to
privacy and A . S . .
security prioritize technical and guidelines actively involve

e Transparency and
accountability

e Data quality

and individual-

level safeguards,
while overlooking
collective rights,
equitable data
governance

and inclusion

of marginalized
communities,
resulting in gaps

in transparency,
accountability and
data quality that risk
reinforcing health
inequities

The
underrepresentation
of certain
demographic groups
(e.g. ethnic minority
groups, people

with disabilities,
women, low-income
communities) in
health datasets can
resultin algorithms
and systems that
fail to address their
specific needs

emphasize fairness
and transparency
for Al-driven
technologies,
including
inequitable access
to data, insufficient
governance
frameworks and
structural power
imbalances

There is growing
recognition of

the importance

of collecting
equity-related

data (e.qg. ethnicity,
gender, sex,
disability status) in a
harmonized manner
and to consider
intersectional
analysis

underserved
populations in
decision-making
to build trust
and ensure

that accessible,
culturally
sensitive consent
mechanisms are
in place for diverse
communities

Promote the
integration of ethical
and culturally
sensitive practices
into the systematic
collection of
disaggregated
equity-related data
in a standardized
way to support
equitable digital
health outcomes
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Digital health
component/
subcomponents

Challenges and
gaps

Efforts/emergent
solutions

Recommended
actions

Digital health tools
performance

e User-centred
design

e Validity and
reliability

e Safety
e Algorithmic bias

e Monitoring and
evaluation for
equity

Limited engagement
with underserved
populations in
development stages,
scarce validation
across diverse
settings, gaps in
safety mitigation for
vulnerable groups
and inadequate
frameworks to
address algorithmic
bias hinder equity
efforts

Equity-focused
indicators are often
absent from routine
monitoring and
evaluation, thus
reducing the ability
to detect disparities,
track progress or
adjust interventions
for inclusive impact

There is increased
recognition of the
importance of
applying inclusive
principles and
co-design methods
and of the need to
increase efforts to
identify and address
structural barriers
to digital health
inequity

Frameworks and
guidelines have
been developed to
promote ethical,
inclusive and
equitable design of
Al-enabled digital
health systems,
with an emphasis
on data fairness,
transparency

and responsible
stewardship

Standardize UCD
approaches in the
life cycle of DHTs to
ensure that equity is
addressed and user
feedback informs
development and
deployment

Implement
processes to
identify and mitigate
algorithmic bias

in digital health
tools by using
representative

data, conducting
equity-focused
impact assessments
and reporting
performance across
standardized equity
domains (e.g. using
the PROGRESS-Plus
framework]

Incorporate equity-
focused validation
and usability testing
of DHTs pre and
post deployment

to support the
development

of technologies
that are both
generalizable

and inclusive of
underrepresented
populations
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Digital health
component/
subcomponents

Challenges and
gaps

Efforts/emergent
solutions

Recommended
actions

Access to digital
technology

Despite ongoing
efforts, evidence
is limited on the
effectiveness of
digitalinclusion
strategies to
inform long-

term investment
or enable
cross-country
comparisons of
successful digital
health initiatives
for adaptation and
learning in the WHO
European Region

Device subsidy
programmes,

digital hubs offering
access to digital
health services, and
support through
VCSE organizations,
libraries and
community
networks are widely
adopted strategies
to improve equitable
access to technology

Assess local levels
of digital exclusion
to better understand
population needs
and ensure

that DHTs are
appropriately
targeted and
inclusive

Maintain accessible,
non-digital care
pathways to ensure
equitable access

to health services
for individuals and
communities who
may be unable or
unwilling to engage
with digital tools

Digital skills for
health

Limited digital
skills among users
and health-care
professionals,
insufficient
standardized
assessment of
these skills prior to
implementation and
a lack of tailored
training, especially
for vulnerable
populations,
prevent equitable
access, effective
use and sustained
engagement with
DHTs and digital
health services

Current strategies
emphasize
assessing user
skills prior to
digital health
implementation and
providing tailored
training for end
users and their
support networks

Community-based
models such as
digital champions
are widely used to
support digital skills
literacy efforts

Incorporate
standardized
assessments

of digital health
skills among users
and health-care
professionals
prior to the
implementation
of digital health
interventions

Design and deliver
tailored, culturally
sensitive digital
skills training
programmes that
address the needs
of vulnerable

and underserved
populations.
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Digital health Challenges and Efforts/emergent Recommended
component/ gaps solutions actions
subcomponents
Digital skills for Some countries For health
health (contd) have incorporated professionals, this
digital health should also include
competencies training on cultural
into educational sensitivity, equity,
curricula, with the discrimination
aim to enhance awareness
the digital skills of and ethical
health professionals  considerations in Al
through structured data-driven systems
programmes to supportinclusive
and equitable
services
Use and Engagement Arange of Strengthen and
engagement disparities persist non-binding adapt existing

e Accessibility and
ease of use

e Acceptability and
trust

e User satisfaction
and sustained use

due to mistrust,
poor design

and perceived
irrelevance. There
remains a lack

of standardized

and validated
approaches to
assess acceptability,
usability and trust to
better understand
and address

user motivation,
satisfaction and
engagement across
diverse populations

recommendations
and practice
guidelines stress
the importance of
designing digital
health tools that
accommodate users
with limited digital
literacy, language
barriers, and
physical or cognitive
disabilities

Some initiatives
engage trusted
messengers or
community leaders
during rollout to
improve trust

monitoring

and evaluation
frameworks to
systematically
assess the use,
adoption and impact
of digital health
innovations on
health outcomes,
and disaggregate by
equity domains to
identify and address
disparities

Strengthen the
usability and
accessibility of
digital health
innovations by
applying UCD
principles to
assess and monitor
ease of use and
engagement
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Digital health Challenges and Efforts/emergent Recommended
component/ gaps solutions actions
subcomponents

Use and Integrate
engagement (contd) behavioural insights

into the design,
implementation and
evaluation of digital
health interventions
to identify and
address barriers to
engagement and
support sustained
use across diverse
populations

DHT: digital health technology; HTA: health technology assessment; PROGRESS-Plus: place of residence, race/ethnicity/
culture/language, occupation, gender/sex, religion, education, socioeconomic status and social capital, plus other key
characteristics; UCD: user-centred design; VCSE: voluntary, community and social enterprise.
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