PHW Overseas Working Application Process including Corporate Laptop 

	Applicant:
	

	Line Manager:
	

	Department:
	

	Directorate:
	

	P&OD Advisor:
	



The P&OD approver would be the HR "partner" assigned to

IT Considerations: Where possible, use of a personal smartphone to access Microsoft Office 365, OneDrive and SharePoint online is the preferred method for connectivity from overseas using Microsoft MFA.
This application is designed to examine use of a corporate laptop where the above is not adequate. 
VPN access allows use of most PHW systems.  If the employee uses non-standard systems, they should verify beforehand that these are available via the VPN.
The IT Operations team is not able to provide replacement equipment in the event of failure of a laptop overseas.  Business continuity plans should be made for this eventuality.  
The applicant should agree the declaration at the end of the form.


	Action

	Response 
	Responsibility

	Status


	Applications Received from employee via ServicePoint
	
	Applicant
	

	Please supply the following information:

· The reason(s) for their travel 
· Nadex
· Place and Length of trip(s)
· Is this a one-off request (is this trip recurring)?
· Does the employee have a soft or physical VPN token or connect to VPN using Microsoft MFA?
· What PHW systems do they plan to access outside of file shares and Office 365?
· Laptop name and serial number
· Will they be staying with a family or in a Hotel etc?
· How will be device be physically secured when not in use?
· Is there a time difference?
· Approximate Time Frame and dates for departure and return?

	

	
	


	People & OD 
Confirmation that P&OD approve of the proposed arrangement
	

	
	


	Information Governance 
Line manager to discuss with applicant:
· Fully aware of requirements via Stat and Mand IG training, NHS T&C’s. 
· Reminded of appropriate Policies
	
	
	

	IT Security
Service Point: submission 
(Decision will be provided within 7 calendar days)

· Is the country Geo-IP Blocked?
· Are there any Encryption restrictions in the destination country/countries?
· Is Microsoft MFA in place?
· Will remote working from this country be secure?
· Confirm Laptop update process from that country – may need to add to Endpoint Central geo-block
· Physical Security of equipment (family home / hotel / hostel)
· Can we stop access immediately – locked device right down

· Application agreed – yes/no

Please attach completed document to the ServicePoint call and forward to Cyber

	





	Service Desk / IT Ops Cyber team
	.







	P&OD Advisor Name:
(Print name)
	

	Date Approved:
	

	Line Manager Approver Name:
(Print name)
	

	Date Approved:
	

	Cyber Team Approver
(Print name)
	

	Date Approved:
	




Applicant Declaration

I agree to notify the organisation including the PHW Service Desk immediately when……
· Equipment is lost, stolen or malfunctions
· Changes in location 

You can contact the Public Health Wales ServiceDesk by calling +442920104545 or by emailing phw.servicedesk@wales.nhs.uk.


	Applicant Name
(Print name)
	

	Date:
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