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IT OVERSIGHT AND IT SERVICES SUPPORT
Detailed IT Support Provision to NHS Wales Executive (NHS based)
From 1st April 2024, and as amended February 2025.
Summary
In line with the Hosting Agreement, a third-party organisation, Digital Health and Care Wales (DHCW), will provide the NHS Wales Executive (NHS based) (‘the Hosted Unit’) with access to IT services and support including network infrastructure, file servers for document storage, desktop IT support, and procurement of new and replacement IT equipment via a Service Level Agreement (SLA), between DHCW and the Hosted Unit. 
In cases where there is a change in the arrangements for server storage of files, as applies in the case of Quality, Safety and Improvement (QSI) and Improvement Cymru, PHW will ensure that the Hosted Unit’s ‘legacy’ files are appropriately transferred or archived, at the discretion of the Hosted Unit. 
Main Details of the Service Provision
[bookmark: _Hlk156855717]The Hosting Agreement, reviewed in preparation for 2025/26 and new version to take effect from 1st April 2025, makes provision for IT services and support. This document supports the Hosting Agreement and seeks to clarify and provide more detail on what services and support will be provided by PHW and DHCW (a separate schedule has been prepared for the DHCW SLA). 
The service provision can be detailed by area as follows:
	Service Area
	Detailed Provision by PHW
	Provision via DHCW

	Staff systems
	The following IT systems are provided by PHW.  
· Access to the PHW Electronic Staff Record (ESR) for staff and managers where appropriate
· Access to Oracle finance/procurement system for relevant administrators and signatories
· Access to SEL-Expenses (provided by Shared Services).
· Access to Datix (via the Once for Wales team)
· Access to TRAC

To provide access to: 
·  Finance – Oracle and Qlik sense 
· People and OD – ESR and TRAC
· QNAPS – Datix.


	Qlik sense plug-in to be installed and maintained by DHCW.

These systems are maintained by Shared Services / Once for Wales team but any issues should be reported to DHCW service desk.



	Procurement of IT
	Both PHW and DHCW will provide advice on IT procurements.  PHW as the statutory body asset owner and DHCW to ensure compatibility and security.

· All capital procurements require a Statement of Need that needs to be approved by the NHS Executive’s Senior Leadership Team. Procurements taken forward by Shared Services.
· PHW will provide oversight of the Microsoft licensing allocation for the NHS Executive virtual tenancy with the licensing monitored and reported by DHCW
· PHW will record other software licenses on behalf of the Hosted Unit.  DHCW will approve for compatibility and security purposes before the Hosted Unit procures.  Larger items that require strategic approval should go via Director of Digital. 


	The setup and installation of new procurements will be the responsibility of DHCW.

DHCW manage the Microsoft license tenancy for NHS Wales including E5 license, Office, additional software such as MS Project and MS Teams calling plans.

Incidental procurement of peripheral equipment will be checked by DHCW for compatibility and security.  







	Cloud document storage
	As the Host Organisation, PHW are required to have oversight of the Hosted Unit’s SharePoint document storage and therefore these cloud storages sites are provided by and sit with PHW.  The provision of SharePoint document storage sites is through the PHW Information Governance Service Records team.

(Also see integrated governance section within QNAHP schedule)
	PHW IT do not validate or administer the content that is stored in these cloud storage sites, which is the responsibility of the Division Director.  DHCW will maintain the SharePoint sites.

Websites and Intranet site are provided through DHCW.

The Hosted Unit will maintain the content of the SharePoint sites, supported by DHCW and managed within information governance processes for records management.



	Power BI
	PHW will enable the Hosted Unit to publish Power BI content via Premium Workspaces on the PHW node.

	PHW do not validate or administer reports released by the Hosted Unit

	Security
	PHW will ensure either local or all Wales Email and IT Security policies are up to date and available to staff via the PHW intranet.

Security support to be provided by DHCW within wider security interface. Requirement for the Hosted Unit to inform PHW of any breaches.
  
	PHW have an SLA with DHCW to cover wider NHS Wales infrastructure and security

DHCW will provide access to the NHS Wales Secure File Share Portal (or equivalent)

Desktop monitoring e.g. internet security and malware are managed by DHCW and covered by the SLA. (Zscaler).



	National Infrastructure and Security
	

	PHW have an SLA with DHCW to cover NHS Wales infrastructure and security and therefore, the NHS Executive is covered by this central SLA, including,
· Digital All Wales Network
· Cyber security
· Security Information Event Management (SIEM)



	Desktop Support Service via DHCW
	

	Details of the Desktop Support Service are covered in the SLA with DHCW and supporting documentation.


	Network Management Service Description from DHCW
	
	Details of the Network Management Service Description are covered in the SLA with DHCW and supporting documentation. Key specifics for the Hosted Unit are:
· The optional components of WLAN and Firewall support are required and included.


	Service Management groups
	If/where relevant, PHW will invite a representative from the Hosted Unit to participate in discussion on service provision covered within this schedule.  
	DHCW will hold a quarterly service management group meeting between DHCW and the NHS Wales Executive with PHW in attendance for awareness and oversight.


	Other IT advice and support not covered by DHCW
	Whilst every effort has been made to capture requirements in this schedule and the DHCW SLA, should new/other matters arise, PHW and the Hosted Unit will engage in discussion through the hosting liaison mechanisms
	Every effort has been made to capture requirements for advice and support within this service schedule and the DHCW SLA. New requirements that fall within the scope of the DHCW SLA will be negotiated between DHCW and the Hosted Unit.
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