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1533 Adverse Publicity 14/06/2023 PHW - National 
Director of Policy and 
International Health

Policy and 
International Health

There is a risk of 
reputational damage and 
failure to effectively 
implement the HIA statutory 
regulations that form part of 
the Public Health (Wales) 
Act which requires the Public 
Health Wales to give 
assistance to other public 
bodies carrying out health 
impact assessments (see 
Part 6 here: 
https://www.legislation.gov.
uk/anaw/2017/2/part/6/ena
cted) 

This will be caused by a lack 
of capacity in the WHIASU 
team and limited 
knowledge, skills and 
capacity across PHW, 
outside of WHIASU, to meet 
the anticipated high volume 
of requests for assistance, 
guidance and training from 
Welsh Government, 
internally in PHW and 
externally from public 
bodies. The WHIASU team 
consists of 3.3 WTE and a 
Consultant providing 
strategic leadership. 

The effect will be that PHW 
will not be able to fulfil its 
statutory duties either as a 
public body carrying out 
HIAs nor as a body which is 
required to provide 
assistance to other public 
bodies, as well as ineffective 
implementation of the 
regulations leading to 
missed opportunities to 
reduce inequalities and 
improve and protect public 
health in Wales.

4 Highly Likely 4 Major 16

Action plan is now in place 
to support this on going risk.

Temporary changes have 
been put in place to bolster 
the WHIASU team as it 
delivers its IMTP 
deliverables as well as 
prepares for the duty. A 
highly experienced Band 7 is 
remaining as part of retire 
and return at 0.4 WTE from 
0.6 WTE in October. Other 
preparations include 
revamping training, 
providing quarterly Network 
of Practice meetings and 
masterclasses, mapping the 
stakeholder landscape and 

3 Likely 3 Moderate 9 Treat

03/04/25 - workshop 
with Welsh 
Government, 
identified further 
project slippage, 
likely not to go for 
review until 
November, not 
September. Some 
items requested are 
not currently 
deliverable by 
WHIASU. Some of 
this ask could be 
shared across PHW. 
Transition plan to 
follow from Welsh 
Government detailing 
the requirements.

A comprehensive workplan 
will be further developed to 
increase engagement, 
training, capability and 
capacity building and to the 
further develop the guidance 
to support the requirements 
of the legislation by end of 
Q3

31/10/2025 This action is ongoing, 
however the publication of 
the legislation has been 
delay.

2 Unlikely 2 Minor 4

Quality Management System 
(General) - Quality 
Management System road 
map agreed and 
implementing

31/07/2025 Update 11.03.25: QMS 
SharePoint site under 
construction, Bite size 
videos on QMS and Quality 
Standards in development 
with publication in March 
2025. Annual Quality Report 
cycle commenced with 
updates from all 
directorates/divisions 
requested. Planning for QMS 
road shows in Spring 2025 . 
Continued discussions with 
Planning team regarding 
embedding  the QMS 
approach in the IMTP cycle 
and QIA's in project 
initiation processes

Update 01.25 QMS 
SharePoint site under 
construction, Bite size 
videos commissioned and 
due to be published 3.2025. 
Planning for QMS road 
shows in Spring 2025 . 
Discussions with Planning 
team regarding embedding  
the QMS approach in the 

Introduction of Quality 
Impact Assessment and 
governance process. 

27/06/2025 Update 11.03.2025: QIA 
digital prototype tool 
(utilising MS Lists and 
Sharepoint) in development. 
Progress shared at the 
QuOG February meeting 
with positive feedback 
received. Testing planned 
with two pilot areas/projects 
once prototype tool is 
completed. Governance 
process in development  and 
will be implemented with the 
governance hub/BBU

There is a risk of harm to 
service users and employees 
within PHW, specifically in 
relation to vulnerable groups 
such as children and adults, 
due to the absence of 
regular disclosure and 
barring service checks.

Whilst this is not a legal 
requirement, best practice 
indicates that Disclosure and 
Barring Service renewal 
checks are carried out on 
employees,  further to the 
initial check that is 
undertaken at recruitment

Potential misuse of position 
of trust,  resulting in abuse 
of service users and 
potentially employees.  
Detrimental and adverse 
impact on levels of public 
confidence and credibility. 
Financial implications 
relating to claims made 
against the organisation. 

3 Likely

There is a risk that we are 
unable to demonstrate that 
the  quality standards and 
the Duty of Quality  are in 
embedded in all aspects of 
PHW business.

Nursing, Quality and 
Integrated 
Governance

PHW - Executive 
Director of Nursing, 
Quality and 
Integrated 
Governance

04/10/2021Statutory Duty1593

ACTION PLAN TARGET SCORINGCORPORATE RISK REGISTER - 17.04.2025 RISK ARTICULATION INHERENT SCORING RESIDUAL (CURRENT) SCORING
DECISION OVERALL RISK 

PROGRESS

5 Critical 15

Appointment of DBS 
Compliance Officer to 
undertake organisational 
position number cleansing
Policies and Procedures in 
place for recruitment and 
safeguarding
Recruitment process 
includes the correct level of 
DBS check for the position 
number 
DBS guidance available for 
managers and online tool to 
ensure correct level of DBS 
check completed on 
successful appointment of 
new starters 
Quarterly reporting of DBS 
compliance checks for new 
starters discussed at PHW 
safeguarding group for 
assurance
Named Lead for  
Safeguarding in post for 
managers to access for 
Safeguarding enquiries 
associated with safe 
recruitment
ESR Mandatory safeguarding 
training for adults and 
children and appropriate 
level of training assigned to 
position numbers and 
reported monthly to 
managers
DBS audit completed and 
actions in place to improve 
the management of risk for 
established staff 
Safeguarding incidents 
reviewed by PTR team and 
named lead for safeguarding 
and escalated as required 
All Safeguarding incident 
and concerns reported and 
reviewed at the quarterly 
safeguarding group and 
themes identified

2 Unlikely 5 Critical 10 1 Highly 
Unlikely 5 Critical 5Treat

15/04/2025 - Risk 
and actions were 
discussed and 
reviewed at SMT on 
20 March . We are on 
target to complete 
the remaining action 
by the due date

1541 Patients and 
Clients (Clinical) 
Risks

06/07/2023 PHW - Director of 
People and 
Organisational 
Development

People and 
Organisational 
Development

2 Minor 2Tolerate

20/03/2025 - Risk 
reviewed by 
Leadership Team. 
The members were 
content with the 
management of the 
risk.

Subscription to update 
service that will provide 
repeat checks 

29/08/2025 We are moving to the DBS 
Update service and the 
action will remain open until 
the Update service is 
adopted.

1 Highly 
Unlikely63 Moderate2 Unlikely

1. Established Innovation 
and Improvement Hub 
creating a culture of 
improving and innovating for 
quality within the 
organisation and transferred 
to QNAHPs in April 2024.  
2. Planned refresh of the I&I 
offer for 24/25 due to 
staffing changes  
3. Implementation plan for 
PHW strategic priorities with 
identified leads for each 
theme and completed 
against road maps
4.Developed coaching 
support to be provided by 
I&I Hub for improvement 
projects
5.National guidance and 
support materials and 
designated SharePoint site 
available for PHW staff.
6.Annual Quality Report 
published for 23/24  
detailing quality work 
against 12 standards and 
available to the public
7. Quality oversight group 
formal meetings commenced 
with reporting EDON and 
EMD
8. Quality standards  with 
key lines of enquiry self 
assessment in progress with 
a full schedule of self 
assessment planned for all 6 
standards by March 2025 
9. Leadership forum and 
spotlight on sessions 
delivered in July 2024 for  
the duty and a QMS 
approach 
10. Strategic priority 5  - 
excellent public services 
now linked into the STEEP 
format and roadmap being 
formulated
11. Quality Governance 
report submitted to QSIC 
quarterly framed around 
STEEP domains.

93 Moderate3 Likely

The impact will be 
noncompliance with the 
legislative requirements, 
and a lack of progress in 
strengthening quality 
improvement and 
governance in the delivery 
of safe services, 
programmes and functions.

This will be caused by 
organisational capacity and 
capability to operationalise 
and embed due to 
competing priorities.



To develop an Assurance 
schedule and agree with the 
NHS Executive, to map out 
the frequency and detail 
required to provide 
assurance on a regular basis 
to align with PHW 
requirements. 

31/03/2025 7/3/2025 - The revised 
hosting agreement is 
scheduled for approval at 
the March Board, which will 
include reference to the 
assurance schedule.  Until 
then, the interim schedule is 
in operation and providing 
the requires assurance to 
the Committees.

To continue to work with 
and support NHS Exec to 
provide assurance in 
accordance with the 
Assurance Framework and 
to ultimately incorporate a 
fully agreed assurance 
process into the hosting 
agreement from April 2025.

01/04/2025 7/3/2025 - The revised 
hosting agreement is 
scheduled for approval at 
the March Board, which will 
include reference to the 
assurance schedule.  Until 
then, the interim schedule is 
in operation and providing 
the requires assurance to 
the Committees.

All directorates/services 
utilising Audit+ to update 
and be ready to implement  
Business Continuity plans.

30/04/2025 Date moved due to capacity 
and change with DHCW 
continuing to support.

Update the Business 
Continuity Impact 
Assessment and Business 
Continuity Plans, to reflect 
the impact of Audit+ 
removal/not updating and 
mitigations. Plans and 
assessment to be uploaded 
into this risk as supporting 
documentation by 30 
November 2024.

30/04/2025 Date moved due to capacity 
and change with DHCW 
continuing to support. The 
Directorates left to complete 
are Nursing, Quality and 
Integrated Governance, 
Health Protection and 
Screening Services and 
Operations and Finance. 

Start a programme of work 
to ensure that all regular 
reports from Audit+ are 
migrated to the NDR by 
DHCW, and that any new 
requirements are developed 
in the NDR by either PHW or 
DHCW. Check progress 
milestone in July 2025.

01/07/2025

1677 Quality 30/04/2024 PHW - Executive 
Director of Nursing, 
Quality and 
Integrated 
Governance

Nursing, Quality and 
Integrated 
Governance

There is a risk that the 
integrity of the data for 
recording risks to evidence 
robust risk management will 
be compromised

This is caused by less 
functionality in Datix Cloud 
in comparison to Datix Web. 
In addition, Datix Cloud 
does not include 
PHW/NHSWE specific 
requirements. 

The effect might be a failure 
to effectively manage risks 
resulting in inability to 
achieve strategic objectives. 3 Likely 3 Moderate 9

Continuation of the use of 
Datix Web

3 Likely 3 Moderate 9 Treat

20/03/2025 - Risk 
reviewed at 
Leadership Team. 
Members were 
content with the 
management of the 
risk with actions 
identified.

Follow up meeting to be 
scheduled with AMaT 
representative to further 
probe the system. 

01/05/2025 Date to be identified. 

2 Unlikely 2 Minor 4

1678 Quality 30/04/2024 PHW - Executive 
Director of Nursing, 
Quality and 
Integrated 
Governance

Nursing, Quality and 
Integrated 
Governance

There is a risk that the 
organisation will fail to 
provide sufficient assurance 
that it is identifying and 
managing risks effectively 
through the endorsed Risk 
Management Procedure and 
failing to identify themes 

This is caused by 
inconsistencies of 
appropriate utilisation of 
Datix across the 
organisation, contrary to the 
approved process. 

The effect might be a loss in 
Board confidence and 
omission of reportable risks 
at all levels. In addition, a 
failure to instigate 
improvement projects 
resulting in potential harm 
to service users, 

5 Almost 
certain 3 Moderate 15

Approved Risk Policy and 
Procedure

5 Almost 
certain 3 Moderate 15 Treat

20/03/2025 - Risk 
reviewed at 
Leadership Team. 
Members were 
content with the 
management of the 
risk with actions 
identified.

Draft revised policy and 
procedure to go out to 
consultation in line with due 
organisational process.  With 
a view to getting the revised 
versions formally endorsed 
and approved by end of Q3. 

01/05/2025 Internal divisional 
governance processes are 
taking place prior to formal 
consultation process 
commences. 

2 Unlikely 2 Minor 4

Creation of job families 
across data science and 
analytics and research and 
evaluation. 
Agree the competency 
framework for the data job 
family - Sept 2024
Agree standardised JDs for 
the data job family - March 
2025
Agree the competency 
framework for the other 
DDAT job families - Sept 
2025
Agree the relevant DDAT 
JD M h 2026

31/03/2026 14/04 - Data job family - 
competency framework and 
draft JDs ready validation - 
31/3/25.
LN and Alisha Davies 
working with P&OD to create 
families. Will form part of 
workforce planning.
19/06/2024 Action reviewed 
and updated with key 
milestones identified

Digital and Data Strategy 
and route map 
implemented.
Migration of our data and 
analysis to the Cloud is 
being piloted with a view to 
a full migration of all our 
analytical resource to the 
NDR by December 2026
Integration of genomics into 
our digital and data strategy 
and delivery route map has 
begun.
Small data science team 
created and beginning to 
inc ease the anal tical

14/04/2025 - Risk 
reviewed by Iain Bell 
ahead of DDDA on 
17/04/2025. Risk to 
be shared with DDDA 
membership on 
17/04/2025 ahead of 
moving to Strategic 
Risk. 
Updates to note: MVP 
for analysis on NDAP 
completed. This is a 
pre-requisite for 
enabling migration of 
analysis to NDAP.
Kainos A e clo d

1531 Strategic Risk 01/06/2023 PHW - National 
Director for Public 
Health Knowledge 
and Research

Research, Data and 
Digital

There is a risk that we will 
fail to exploit data to inform 
and direct public health 
action and interventions. 

This will be caused by data 
being held in silos (across 
NHS Wales), difficulty 
accessing the data and 
inability to access to provide 
the impact on public health. 

This will result in a failure to 
optimise the use of data and 
drive improvements in 
Public Health outcomes in 
Wales and increased 
information governance risk 
(due to the methods in 
which data is shared) within 
Public Health Wales.

4 Major 20

Start a programme of work 
to ensure that all regular 
reports from Audit+ are 
migrated to the NDR by 
DHCW, and that any new 
requirements are developed 
in the NDR by either PHW or 
DHCW.

3 Likely 4 Major 12 1 Highly 
Unlikely 2 Minor 2Treat

14/04/2025 - Risk 
reviewed by Iain Bell. 
Mitigation updated to 
one key element:
To start a programme 
of work to ensure 
that all regular 
reports from Audit+ 
are migrated to the 
NDR by DHCW, and 
that any new 
requirements are 
developed in the NDR 
by either PHW or 
DHCW. This has been 
added as an action 
with a milestone 
progress touchpoint 
of July 2025. This 
action will be owned 
by Fliss Bennee. In 
light of this the 
current risk score has 
increased from 3 to 
12, to reflect the 
action needed and

1648 Statutory Duty 24/06/2024 PHW - National 
Director for Public 
Health Knowledge 
and Research

Research, Data and 
Digital

There is a risk that Public 
Health Wales will lose access 
to Primary Care data.

This is due to Audit+ (the 
current tool) used to gather 
primary care data is being 
discontinued in July 2024 
and there will be no further 
support of Audit+ from 
March 2026.

The loss of Audit+ without a 
replacement equivalent 
service would lead to PHW 
being unable to meet its 
statutory responsibilities.

5 Almost 
certain

3 Moderate 9

Ad hoc meetings to discuss 
and manage risks/issues, 
Hosting Agreement 
meetings (six monthly)

2 Unlikely 3 Moderate 6 2 Unlikely 3 Moderate 6Treat

20/03/2025 - Risk 
reviewed by 
Leadership Team. A 
key mitigation is the 
schedule which has 
been embedded in 
the updated Hosting 
Agreement. The 
Hosting Agreement is 
being submitted to 
Board on the 
27/03/2025 for 
consideration and 
approval. If 
approved, the 
residual risk scoring 
can be reduced with 
the risk proposed to 
be de-escalated onto 
the Directorate Risk 
Register in order to 
tolerate and monitor 
the risk to ensure the 
NHSWE are adhering 
t th h d l

1614 Statutory Duty 17/01/2024 PHW - Board 
Secretary

Board Business Unit There is a risk that PHW 
Board and Committees 
cannot take sufficient 
assurance that the NHS 
Wales Executive is carrying 
out its functions in 
accordance within the 
governance framework of 
PHW. The current hosting 
agreement provides for an 
annual accountability report 
and for RO / AO meetings 
which may not provide 
sufficient assurance across 
the year

The cause is that PHW's 
Assurance Framework is 
currently in draft form, not 
yet approved and 
implemented. The new 
assurance framework from 
April will plug the risk.

Sanctions imposed in 
accordance with 
Legislative/Regulatory 
Compliance, Reputational 
damage, Financial 
implications and data 
security vulnerabilities

3 Likely

4 Major 16

1. Resource Allocation and 
Assessment: Assess current 
resource allocation. Identify 
gaps between the required 
resources and what is 
currently available. Ensure 
alignment between strategic 
goals and resource 
allocation. Adjust resource 
distribution, as necessary.  
(This would need to be 
determined by Directorates 
as part of their IMTP 
planning/workforce 
planning)
2. Capacity Building: 
Continue to Invest in 
developing the skills and 
capabilities of existing staff 
to handle the strategic plan's 
demands. (Directorates 
would need to be clear what 
this looks like so that we can 
determine feasibility)
3. Prioritization and Phasing: 
Evaluate the strategic plan 
and identify high-priority 
initiatives. Consider phasing 
the plan to allow for a 
gradual rollout, focusing on 
crucial elements first and 
postponing or deprioritising 
less critical components.  
(Each of the Directorates 
would need to do this and 
would need to be part of the 
IMTP development)
4. Scenario Planning: 
Develop scenarios that 
account for different levels 
of resource availability. This 
will help us be prepared for 
various resource-related 
challenges and allow for 
quick adaptation as 
circumstances change. 
(Again, would be Directorate 
specific)
5. Resource Bank: Better 
utilisation of finances 
through use of the new 

3 Likely 4 Major 12 2 Unlikely 4 Major 8Treat

15/04/2025 - Risk 
reviewed by 
Leadership Team. A 
deep dive will be 
scheduled for a future 
meeting to consider 
the risk

1596 Human Resources 26/10/2023 PHW - Director of 
People and 
Organisational 
Development

People and 
Organisational 
Development

There is a risk that the 
organisation may not have 
the capacity or resources 
necessary to effectively 
deliver the long-term 
strategic plan

This risk arises from a 
challenging political and 
financial landscape, which 
includes staff time being 
redirected to contribute to 
the (Covid) public enquiry 
and an unstable industrial 
relations climate     

Inability to deliver the long 
term strategy due to 
absence of strategic 
workforce planning 

4 Highly Likely

Recommend Closure of this 
action. Action plan item was 
a proposed IMTP 
commitment for 2024-2025 
but was not taken forward 
following a prioritisation 
exercise.  
The refreshed People 
Strategy and Workforce 
Planning activity that are the 
subject of IMTP 
commitments for this year 
will be key inputs to our  
resourcing strategies as will 
the LTS Route Maps 

31/03/2025Develop a resourcing 
strategy that supports the 
delivery of the Long Term 
Strategy, People Strategy 
and Strategic Equality Plan.   



To recruit and retain key 
hires/specialist skills to 
support the delivery of the 
digital and data strategy and 
R&E strategies.
- Project managers for key 
project by September 2024
- cloud engineer - 
September 2024
- digital and data job 
families and retention plan 
- workforce plan to include 
all the above due in 
November 2024

31/03/2026 14/04 - Investment provided 
for RDDD to increase the 
technical skill capabilities, 
however, this will take time 
to embed new roles. These 
include: Cloud Engineers, 
Data Engineers, Developers, 
Business Analysts, Cyber 
Specialists, Technical project 
managers. Investment roles 
in recruitment process and 
development of job families 
to promote career pathways 
in process.
19/06/2024 - Action noted 
with additional milestones 
added.
05/09/2024 - Workforce 
planning will commence in 
October 2024 following 
training from Workforce 
Planning Lead in Sept 2024. 
Specialist roles will be 
included in this plan.
Directorate and divisional 
workforce plans have been 
created and submitted toAlign IMTP Milestones to 

Digital & Data Route map

Set up a workshop in Jan 
2025 with the DDDA 
membership to discuss all 
the IMTP milestones to 
assess Digital and Data 
dependencies and how this 
aligns with the D&D route 
map.
The outcome of the 
workshop will be to:
- obtain a full overview and 
nature of D&D dependencies
- confirm if included in route 
map or needs to go on 
backlog
- prioritisation and 
sequencing of programmes
Feasibility assessment is 
required for SET by 
26/02/2025.

30/07/2025 March 2025 - Multiple 
conversations at DDDA/BET 
to understand the Org 
dependencies. Current IMTP 
has significant dependencies 
on the Digital and Data 
specialities. Further 
discussions are still needed 
to shape the next steps.
January Workshop 
completed. It was noted that 
there are 78 dependencies 
across the organisation on 
IMTP milestones. Further 
discussions at SET/DDDA 
and RDDD SLT are in 
progress to inform the 
feasibility assessment.
This risk is now being 
escalated to a Strategic Risk 
due to the significance and 
complexities. This was 
agreed at BET.
This action remains open 
and needs to be reviewed 
alongside the strategic risk 
mitigationsDevelop the work 

programme for Data, 
Analysis, Registers and 
Cloud (DARC), reporting to 
the DARC Programme Board 
and DDDA. Responsible for 
migration of analysis to 
NDAP, migration of systems 
to the local (Azure) cloud, 
and registers and data 
development that involve 
NDAP or Azure. Priorities for 
2024/25 are to prepare 
Azure for the health 
protection digital system 
development, and to 
prepare NDAP, its processes, 
governance and capability 
building for migration of 
analysis to NDAP.

31/03/2027 14/04/2025 - MVP for 
analysis on NDAP  
completion data 10/4/25. 
This is a pre-requisite for 
enabling migration of 
analysis to NDAP
Kainos Azure cloud 
development work will be 
completed 4/4/25, preparing 
Azure for the next stage of 
development of the digital 
health protection system.
Investment bid agreed at 
Board, March 2025, to 
significantly strengthen our 
digital and cloud capabilities 
for delivery of the digital and 
data roadmap.
18/2/2025 - DARC 
Programme Board set up, 
ToR drafted, DARC planning 
sessions have taken place. 
Costs, benefits & risks 

4 Major 20

increase the analytical 
capability with work now 
carried out on new tools.
R, Python and Power BI 
established as tools of 
choice for most new 
analysis.

4 Highly Likely 4 Major 16 3 Likely 4 Major 12Treat

Kainos Azure cloud 
development work 
completed in 
preparation for Azure 
for the next stage of 
development of the 
digital health 
protection system.
Investment bid 
agreed at Board, 
March 2025, to 
significantly 
strengthen our digital 
and cloud capabilities 
for delivery of the 
digital and data 
roadmap.
Data Job family - 
competency 
framework and JD's 
ready for validation.

5 Almost 
certain


