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1. Introduction 
 

In compliance with the Secretary of State for Health’s Directions on 

Countering Fraud in the NHS, this report provides details of the work carried 

out by the Cardiff and Vale University Health Board’s Local Counter Fraud 

Specialists on behalf of Public Health Wales from the 1st April 2022 to the 9th 

September 2022. 

 

The report’s format has been adopted in order to update the Audit and 

Assurance Committee about counter fraud referrals, investigations, activity 

and operational issues. 

 

At 9th September 2022, 35 days of Counter Fraud work have been completed 

against the agreed 100 days in the Counter Fraud Annual Work-Plan for the 

2022/23 financial year. The days have been used strategically in preparing 

quarterly and annual reports for, and attending, the organisation’s audit 

committee meetings; and the creation and planning for renewed infrastructure 

in relation to the organisation’s counter fraud response and staff awareness.  

 

The breakdown of these days is as follows: 

TYPE Days 

Proactive 31 

Reactive 4 

 

 

2. Progress  
 
The Counter Fraud Annual Plan 2022/2023 and the Annual Counter Fraud 
report 2021/2022 have now both been completed and approved by Executive 
Director of Finance.  
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Staffing 
 
On the 1st April 2022 the new Counter Fraud Manager commenced employment 

with CAVUHB. This means that the Counter Fraud department has had for the 

majority of the first half of this financial year a team of four personnel. All are 

fully accredited (ACFS). The new Counter Fraud Manager is a fully accredited 

LCFS and qualified fraud investigator. On 4th September one member of the 

team left the department to take up a role at the Counter Fraud Service Wales. 

Therefore, at the time of reporting the team are one member down and this will 

inevitably have an impact upon the delivery of the service. However, it is 

anticipated that a new investigator will be recruited by the end of December.  

This team has the responsibility to provide the Counter Fraud service for five 

other NHS organisations and this staffing level allows for a maximum provision 

of 100 days Counter Fraud work per annum to Public Health Wales. 

 

Activity 

 
Infrastructure/Annual Plan 
 
During this reporting period, the main focus has been placed upon developing 

and getting underway the implementation the Counter Fraud Plan for 2022-

2023. This plan has been written and approved at executive level and is now 

aligned fully to the NHSCFA requirements as stipulated in Government 

Standard 13. The plan states proposed actions throughout the year. In tandem 

with any investigation work that is referred and requires action, the main focus 

of the team in the reporting period (April-September) has been to review and 

improve the Counter Fraud infrastructure in relation to awareness of fraud in 

the NHS, awareness of the Counter Fraud Team, addressing any shortcomings 

in relation to reporting routes and contact for staff members, and identifying the 

presence and status of relevant policy documents.   So far this has led to the 

following actions been undertaken - 

 

a. The creation and implementation of a dedicated generic email address – the 

aim is for this to lead an additional reporting route open to staff that will 
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compliment existing routes; will assist in recording activity generated as a 

result of awareness work; and will double as a dedicated incident reporting 

and logging tool which automatically collects data and allows for accurate 

recording of outcome metrics. Complete 

b. The creation of a comprehensive activity database that will assist in 

maintaining a detailed record of work undertaken with a view to saving 

resource time in relation to corporate governance. Complete 

c. The creation of a new, up to date, interactive and dedicated Counter Fraud 

enquiry form and a separate Awareness session request form. Accessible 

by links and QR coding. These are easily available to all staff and aim to 

provide an additional, more effective, and speedy route to the team that 

compliments the national reporting line. The enquiry form is provided below 

(click on following link  Counter Fraud Enquiry Form ) Complete 

d. Review of the Counter Fraud Bribery and Corruption Policy –  Ongoing 

e. Review of CF digital presen – Fully functional, modern, Counter Fraud 

Intranet site has now been developed and is operational. This is hosted by 

the Cardiff and Vale University Health Board Share point site but is available 

to all members of Public Health Wales staff via the link below. This link is 

publicised and signposted via the Public Health Wales intranet site within 

the finance division pages and through ongoing publications and messaging 

such newsletters bulletins and surveys.  

(Link to the site for reference : Counter Fraud - Home (sharepoint.com)) 

Complete 

f. Joint working protocol with Internal Audit agreed with Head of Internal Audit 

and regular meetings scheduled throughout the year to assist in this protocol 

Complete 

g. Review of Counter Fraud e-Learning arrangements – whilst eLearning 

available on ESR – it is not a mandatory module at this time and is very 

difficult to access Work is underway with the LED team at CAVUHB to 

develop a modern fit for purpose learning site on the All Wales Learning @ 

Wales Platform. When complete this will be available to all PHW staff as an 

education and awareness tool that will be signposted internally within the 

organisation. This awaits the delivery of a new and modern e-learning 

package being developed by the Counter Fraud Service Wales.   On-going 

https://forms.office.com/Pages/ResponsePage.aspx?id=uChWuyjjgkCoVkM8ntyPrhGs9bBMw_FDupDboUnZQNBUQVdXOTRMVE5ZTjNOQUlTTjJDVUpaUU1KVyQlQCN0PWcu
https://nhswales365.sharepoint.com/sites/CAV_Counter%20Fraud%20&%20Internal%20Audit
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h. Counter Fraud awareness at Corporate Induction/Fraud Awareness 

sessions now agreed. Dates throughout the year have been arranged.  

Complete 

i. Mandate/Invoice fraud risk and awareness discussed with Fraud Champion 

and DoF. CFA support materials supplied and arrangements underway to 

provide awareness sessions to relevant staff in this topic. On-going 

j. Initial meetings have now been held with Fraud Champion and DoF to gain 

a better understanding of the bespoke nature of the organisation in order to 

better understand fraud risk associated to it. Further meetings planned 

throughout the year. On-going 

k. Arrangements underway to attend monthly business leaders meetings on a 

regular basis, as deemed appropriate, to provide regular and up to date 

fraud inputs in order that business leaders can cascade back to the 

organisational departments.  

l. New Counter Fraud posters have been designed, developed and printed in 

high volume by the print team at Cardiff and Vale University Health Board 

and have now been delivered. The aim is for them to be placed in impactive 

locations at organisation sites in order to improve awareness and presence. 

This will be supported visits by Counter Fraud staff in order to be present at 

sites at times to be publicised in order to encourage engagement with staff. 

 

Alerts/Bulletins 

During this reporting period, three fraud alerts have been issued: 

1. To all relevant staff in relation to mandate fraud (Appendix 1) 

2. To all staff in relation to a prevalent scam in relation to Dell Computers. 

(Appendix 2) 

3. To all staff in relation to a possible ESR phishing scam (Appendix 3) 

Awareness Sessions  

During this reporting period no general fraud awareness sessions have been 

delivered to staff. Sessions have been arranged throughout the year but 

unfortunately the June session was cancelled. 
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One mandate fraud awareness session has been delivered to relevant finance 

staff cohorts.  

Further sessions delivering to business leads on a regular basis have been 

arranged for the remainder of the year. 

Newsletters 

During the reporting period two newsletters has been produced. 

 (Appendix 4 & 5) 

Fraud Prevention Notices and IBURN notices 

During this reporting period two FPN have been issued by the NHS CFA. 

1. Risks associated with Credit Card terminal fraud taking place elsewhere in 

the NHS.  

A brief investigation carried out internally in the organisation. No issues in 

relation to this subject matter and organisation can be assured that there is 

no risk.  Reported upon CLUE database accordingly. 

 

2. Cyber Enabled mandate fraud – this notice reinforces the high-risk impact 

factors that NHS organisations face in relation to this type crime. The 

documents have been cascaded accordingly as per the dissemination list. 

Investigation into the subject matter with the local PHW Fraud Champion, 

NHS Wales shared services partnership Accounts Payable and Supplier 

Maintenance Teams, and with the Cyber Security team at Digital Health and 

Care Wales has resulted in the findings that the organisation has not had 

any interaction with the malicious sites and or ‘rogue’ suppliers that are the 

subject of these bulletins. 

These documents are classified as Official Restricted and as a result the 

information contained these notices can only be shared with those staff 

identified in the Handling Information.  
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During this reporting period two IBURN notices have been issued. 

1. In relation to an Imposter acting as a consultant Doctor providing 

educational services externally to NHS providers.  

Enquiries carried out in relation whether services provided to NHS Wales 

with Accounts Payable team at NWSSP - Negative result and recorded upon 

Clue accordingly.  

 

2. Cyber Enabled Mandate Fraud as above. 

 
These documents are restricted and therefore copies not included in this 

report. 

 

Referrals/Enquiries 

During this reporting period the CAVUHB CF team have received 2 referrals via 

the online enquiry form from PHW staff.  

1. Suspicious email activity and information passed to Action Fraud 

accordingly.  

2. Staff member carrying on a business whilst sick. This was promoted to 

investigation. 

Investigations 

At 1st April 2022 there were zero (0) investigations open in relation to PHW. 

There has been one formal investigation commenced during this reporting 

period. This was in relation to a staff member carrying on a business whilst 

being on sick leave from the organisation. Enquiries revealed that there were 

no issues with the activities undertaken and no offences were disclosed. 

Therefore, this investigation has now been closed. At the close of this reporting 

period there are no investigations open.  
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Other 

The team are currently assisting with an ongoing investigation being carried out 

by the NHS Counter Fraud Authority into an employee of Public Health Wales. 

This investigation is in its infancy and details are restricted at this time.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



10 
 

Appendices 

 Appendix 1 
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 Appendix 2 
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Appendix 3 
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Appendix 4 (Front) 

 



14 
 

Appendix 4 (Rear) 
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 Appendix 5 (Front) 
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Appendix 5 (rear) 

 


