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This paper reports on Information Governance performance over the period – Quarter 3 2020-21. 
Key Risk Indicators have been triggered for Mandatory Training as 4 directorates are below 85%.  2 Directorates have been below 85% compliance for 2 reporting periods and Corporate have now been out of compliance for more than 3 consecutive quarters.
There was a rise in breaches reported in Q3 and 2 were reportable data breaches to the ICO. One incident was reported slightly outside of the 72 hour requirement due to a delay in reporting on Datix . A key risk indicator has been triggered as the organisation has now reported data breaches to the ICO for three consecutive quarters.
Freedom of Information requests continue to increase with 129 requests received in Q3 up from 69 in Q2.  The organisation is out of compliance with 23 not meeting the target times for response. Key risk indicators have been triggered with an increase in requests for three consecutive quarters and Requests remain above 50 for three consecutive quarters.
There has been a further rise in Subject Access Requests and 10 were received in Q3. The organisation is out of compliance with 2 not meeting the target times for response. A key risk indicator has been triggered due to an increase in requests for three consecutive quarters.
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Glossary
	DPA
	Data Protection Act 2018
	KRI
	Key Risk Indicator
	
	

	DPO
	Data Protection Officer
	RIGM
	Risk and Information Governance Manager
	
	

	FOIA
	Freedom of Information Act 2000
	SAR
	Subject Access Request
	
	

	GDPR
	General Data Protection Regulation 2016
	SIRO
	Senior Information Risk Officer
	
	

	ICO
	Information Commissioner’s Office
	
	
	
	

	IGWG
	Information Governance Working Group
	
	
	
	

	KPI
	Key Performance Indicator
	
	
	
	




Freedom of Information RequestsCompliance Status

		
	
	2 or more legislative non-compliances
	X

	
	Single legislative non-compliance
	

	
	Fully compliant
	





           
The increase since the end of March in requests received continues. These are mainly connected with requests for Covid-19 information.  It is anticipated that these will continue to rise over the coming months/year.
The average time to respond to requests was 13 days, this is in line with the KRI threshold of 15 days. 23 responses during Q2 went over the 20 day period, these requests were all related to Covid-19 and more complex information was requested. It is almost certain that despite the best endeavours of the Information Governance team non-compliances are going to continue in the coming months.  It often takes time for it to be confirmed by the department, if Public Health Wales holds the data and some information requests are of a complex nature and take longer to receive a response.
Two exemptions were engaged under section 22 for future publication as the requests were for information which we intend to publish in the future.  This exemption required a public interest test to be carried out and whilst there is clearly a significant amount of public interest in the information requested, there is also significant public interest in delivering an effective Public Health service at the present time. Developing the information to make it suitable for publication at this time would incur diverting resources from the critical day to day work of managing the pandemic thereby degrading the other services that Public Health Wales is required to deliver as part of the response to the emergency.
One refusal was made under section 40 personal information.  This exemption is absolute as it has the potential to identify a person and does not require a public interest test to be carried out.
One refusal was made under section 38 Health and Safety.  This exemption required a public interest test to be carried out and whilst there is very real interest in the public knowing that it has adequate levels of protection in place for its IT systems there is also risk of exposing the organisation to the risk of cyber-crime and this outweighs any arguments for disclosure.


Narrative

	
	Performance Indicator
	No
	Target
	Remarks

	Total Requests Received
	129
	N/A
	6 have not been sent to date as we are awaiting information to collate the response

	Full Release
	54
	N/A
	

	Partial release with exemptions
	2
	N/A
	1 section 38 Health and safety, 1 Section 40 Personal Data

	Release declined – Exemptions engaged
	4
	N/A
	2 Vexatious, 2 section 22.

	Release declined – Information not held
	63
	N/A
	

	Deadline not met*
	29
	0%
	

	
	

	
	

	
	

	Key Risk Indicators
	Status

	KRI1
	Average time to release information >15 days for three consecutive quarters
	

	KRI2
	Increase in requests for three consecutive quarters
	

	KRI3
	Requests remain above 50 for three consecutive quarters
	


*indicates legislative non-compliance

Data Protection (Subject Access) RequestsCompliance Status

		
	
	2 or more legislative non-compliances
	X

	
	Single legislative non-compliance
	

	
	Fully compliant
	








           
Narrative
10 Subject Access Requests were received during the reporting period.  The requests were for records related to infections in hotels overseas, copies of all information in relation to a job interview, a copy of a personnel file and a request for medical records in relation to Latent Tuberculosis and track and trace information.  Two requests went over the timescale of one calendar month due to waiting for information from the department.

	
	Performance Indicator
	No
	Target
	Remarks

	Total Requests Received
	10
	N/A
	

	Full Release
	6
	N/A
	1 no information provided to respond, 2 not ours referred to the local authority/health board and 1 closed no proof of ID received

	Release declined – Exemptions engaged
	0
	N/A
	

	Deadline not met*
	2
	0%
	

	
	

	
	

	
	

	Key Risk Indicators
	Status

	KRI1
	Average time to release information >25 days for three consecutive quarters
	

	KRI2
	Increase in requests for three consecutive quarters
	

	KRI3
	Requests remain above 10 for three consecutive quarters
	


*indicates legislative non-compliance

Reported Data BreachesCompliance Status

		
	
	2 or more legislative non-compliances
	

	
	Single legislative non-compliance
	X

	
	Fully compliant
	


 

           
There were two ICO reportable data breaches during the reporting period, one went over the 72 hour timescale to report. 
Details of interview candidates were accidentally shared with another candidate.  The ICO have confirmed that no further action is required as the data breach was a result of human error and data was limited, it was only shared with 1 individual.  Incident did not meet the requirement of reporting to data subjects.  
Names and addresses of over 120 members of the public which contained information related to returning travellers was sent to a member of the public.  The recipient confirmed deletion of the document and the ICO have confirmed no further action is required. Incident did not meet the requirement of reporting to data subjects.  

Narrative

	
	Performance Indicator
	No
	Target
	Remarks

	Total no. of databreaches reported*
	45
	
	

	Databreaches reported internally after > 48hours*
	0
	
	

	Databreaches reported to ICO <72hours
	1
	
	

	Databreaches reported to ICO >72hours*
	1
	
	

	Databreaches reported to Data Subject
	0
	
	

	
	

	
	

	
	

	Key Risk Indicators
	Status

	KRI1
	Increase in reported databreaches for three consecutive quarters
	

	KRI2
	Increase in databreaches reported >48hrs for three consecutive quarters
	

	KRI3
	Databreaches reported to the ICO for three consecutive quarters
	


*indicates legislative non-compliance

Mandatory Training Compliance


	
	2 or more Directorates non-compliance with NHS Wales target
	X

	
	Single Directorate non-compliance with NHS Wales target
	

	
	Fully compliant
	






         
















*Knowledge Directorate data appearing for the first time
 



Organisation-wide the trend shows a decline in compliance again during Q3.  Only 1 directorate is showing compliance with the PHW target.  Corporate which includes the Board, Board Business Unit and the Executive Team still remains below the NHS Wales target of 85% compliance. Corporate has been non-compliant since Q3 2018/2019.

Narrative

	Performance Indicator
	No
	Remarks

	Directorates compliant with Public Health Wales target
	1
	

	Directorates compliant with NHS Wales target
	7
	

	Directorates below 85% compliance
	4
	Public Health Services 83%, Operations and Finance 84%, Corporate 46%, COVID-19 77%

	
	
	

	
	
	

	
	
	

	
	
	

	Key Risk Indicators
	Status

	KRI1
	3 or more Directorates below 85% compliance for 1 reporting period
	

	KRI2
	2 or more Directorates below 85% compliance for 2 reporting periods
	

	KRI3
	1 or more Directorates below 85% compliance for 3 reporting periods
	
































Information Governance Working Group

Date of last meeting – 28th October 2020


Key points
· Some actions are currently on hold due to the re-direction of priorities and workloads.
· One risk to be removed from the IG risk register, no new risks were raised.

Assurance report
Internal audit reports
None received during the reporting period



External audit reports
None received during the reporting period




Self-inspection reports
None received during the reporting period
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Chart 1 - Response times per request (FOI)
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Trends over time
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Requests received / Average response
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Response times per request (DPA)
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Reportable Databreaches by quarter
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Mandatory IG Training Compliance - Year to date
(Blue line represents organisational target - Red line represents NHS Wales target)

2019-Q4	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.9	0.89	0.92	0.94	0.91	0.94	0.86	0.96	0.94	0.64	0.9	2020-Q1	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.88	0.87	0.88	0.91	0.89	0.93	0.89	0.93	0.96	0.62	0.99	1	2020-Q2	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.86	0.84	0.86	0.91	0.86	0.87	0.92	0.97	0.91	0.46	0.94	0.85	2020-Q3	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.84	0.83	0.85	0.9	0.92	0.84	0.9	0.96	0.91	0.46	0.86	0.77	Directorate
(previous 4 quarters-oldest data to the left)


Compliance status



Mandatory IG Training Compliance - Year to date
(Blue line represents organisational target - Red line represents NHS Wales target)

2019-Q4	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.9	0.89	0.92	0.94	0.91	0.94	0.86	0.96	0.94	0.64	0.9	2020-Q1	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.88	0.87	0.88	0.91	0.89	0.93	0.89	0.93	0.96	0.62	0.99	1	2020-Q2	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.86	0.84	0.86	0.91	0.86	0.87	0.92	0.97	0.91	0.46	0.94	0.85	2020-Q3	Organisation	PHS	H	&	W	POD	QNAHP	O	&	F	Collab'tive	Knowledge* 	WHO CC	Corp	Quality Improvement	COVID 19	0.84	0.83	0.85	0.9	0.92	0.84	0.9	0.96	0.91	0.46	0.86	0.77	Directorate
(previous 4 quarters-oldest data to the left)
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