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h Professionals
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Dyfed Edwards (DE) Cgmmlttee r on-Executive
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Diane Crone (DC) Non-Ex e ctor

In Attendance:

Rhiannon Beaumont- (RBW) cUive Director of Quality, Nursing and

e
puty Board Secretary and Board
ernance Manager

oard Secretary and Head of Board
usiness Unit

Chief Executive (Arrived at 10:30)

Paul Dalton

Head of Internal Audit, Audit and
Assurance Services, NHS Wales Shared
Services Partnership

NHS Wales Collaborative (For Item 3.2.3
only)

Head of IMand T

Deputy Director of Finance

Deputy Chief Executive, Executive Director
of Operations and Finance

Financial Audit Manager, Audit and

Lucy Jugessur (LJ) Assurance Services, NHS Wales Shared
Services Partnership
. . Director of People and Organisational
Neil Lewis (NL) Development (for item 3.1 only)
Verity Winn (VW) | Audit Wales

Date: 15 September 2021

Version: 0.1

Page: 1




Audit and Corporate Governance Committee

Public Health Wales Unconfirmed Minutes from 15 September 2021

Secretariat

Andrew Morton (AM) Board Support Officer

Apologies:

Andrew Cottom (AC) Independent Advisor

Jane Matthews (IM) Head of Financial Reporting and Control
Mohammed Mehmet (MM) | Non-Executive Director

Stuart Silcox (SS) Assistant Director of Integrated

Governance, Quality Nursing and Allied
Health Professionals

Representative from Staff P ship
Forum

Stephanie Wilkins (SW)

The meeting commenced at 09:

DE opened the meeting and welcomed all prese
response to the COVID-19, and in respect of
meetings were being held electronically.

hat due to the ongoing
tiohal guidance in place,

The Committee noted that the meeti
accuracy of the minutes, and that thi
had been agreed at the following ti

eing recorded to support with
ould be deleted once the minutes

in

Apologies for absence were note

HB reminded the Co e
had a close family me ) worked as part of the NHS collaborative, specifically
noting NHS collab i

There were no arations of interest in addition to those already declared
i terest register.

A presentation from DrE provided an update on the Network and Information
Systems (NIS) Directive, and the results of a phishing exercise conducted, which
were presented in the context of an incident that occurred within the Republic of
Ireland’s Health Care computer network.

DrE highlighted the following:
e A summary of the IT achievements in the previous six months, including:
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o Technical control improvements to patch or install cyber hygiene
apps, improving email filtering blocks, additional feeds to SIEM and
network segregation;

o Improvement of user awareness and phishing exercises;

o Compliance to NIS phases 1 & 2.

e Work had focussed on six areas of work:

Identity management;

Cyber Hygiene improvements;

Implementation of ISE (network segmentation);

Security Information and event management (SIEM) fe

Firewall segregation; and

o Capacity and legacy hardware reviews.

e Statutory and Mandatory Training — All Public Healt
required to undertake mandatory Cyber Security i
statutory and mandatory training within ESR.

O O O 0O O

e were
ing as part of the

The Committee asked whether that lessons ha
following the attack in the Irish Republic. DrE,as
had been taken to mitigate the potential fo ilar
Ireland, including additional software instal

learned and implemented
ed the Committee that steps
tack to that experienced in

HG noted that the work undertaken Dr e IT team was ongoing, and one

of continual narrative reporting a e same time continuing to update
systems to then report back to mittee.

The Committee took assur

e work undertaken in the IT department,
and agreed to receive a

rogress update in six months.
kplan

The Commi
and c A

Oper

The Operational Plan Internal Audit Final Report had received a substantial
assurance, DE reminded the Committee this was an important point to note given
the circumstances surrounding the pandemic. The report contained no actions for

improvement, noting that there were adequate reporting mechanisms in place to
monitor the milestones within the Operational Plan.

The Committee accepted the Operational Plan Internal Audit Final Report.
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Staff Wellbeing
The Staff Well-Being Internal Audit Final report had received a reasonable
assurance. The report contained two medium priority, and one low priority
recommendations.

In relation to the staff surveys undertaken, it was noted that the two surveys had
been completed at different times of the year, which could mean there were
seasonal variations in the data collected. NL advised the Committee that the timings
were chosen to complement the timing of other organisational surveys to ensure
there were not too many at once.

In response to a query around the attendance at meetings
had not been represented, NL assured the Committee
attendance had been addressed and it was noted that
significantly.

epartments
g’ surrounding
ance had improved

The Committee accepted the Staff Well-Being I Audit Final report.
Additional Hours and Overtime

The Additional Hours and Overtime Integn al report received a limited
assurance. The report had been reque to undertaken by Internal Audit due

to the increased number of overti
within the pandemic. It was obs
followed and that workforce scrusi
the guidance for completing

due to the ways of working operated
hatd&he approval process was not always
s not consistent through the pandemic, and
eded to be made clearer.

The Committee asked ification of the figures in the report. NL assured

the Committee that thé Perstnvolved were less than 12 and currently only one
case remained un AF reported that cross checking had taken
place to ensure ghat cl ad been made correctly. HG advised the Committee

t concgrn was that staff did not work excessive hours and that
eeded. It was emphasised that the issues highlighted
the pandemic response, and that the appropriate systems

that an import
breaks werdyta
resulted direc
were no

PD advi the as per the usual practice, a follow up Internal Audit paper would be
produced six months’ time, which would consider how the organisation had
addr the actions recommended for improvement. This would be presented to
the Committee in due course.

AF suggested that earlier review of the actions put in place would be welcome from
Internal Audit, particularly as new forms had been developed. PD agreed to liaise
with AF to discuss this.

Action: PD/AF

PD advised the Committee this report was presented in the new, clearer format,
and that all future reports would use this format.
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The Committee accepted the Additional Hours and Overtime Payments Internal
Audit Final report.

The Committee received the Internal Audit Progress Report (ref 3.2.2 ACGC
150921).

PD drew the Committee’s attention to the on-going work in progress and reminded
the Committee that whilst the plan was shown, publication of reports would be
dependent upon any change in response to the pandemic.

The Committee accepted the report.

The Committee received the Collaborative Procure y, Internal Audit

Report (ref 3.2.3 ACGC 150921).

DE reminded the Committee NHS Wales Hea
Public Health Wales responsible for its
procedures and guidelines.

orative was a hosted body of

mplfance with relevant policies,

PD summarised the advisory revie he s or the review was the governance
process followed in relation to fun mmytments and contractual arrangements
inherited from specific HealthgBoasds by the Collaborative for a series of
projects/programmes consi ith“the Collaborative’s remit and to consider
their alignment with its ow es in order to ensure they satisfy financial
transactions being m 1 h the Collaborative and Public Health Wales. It
itments and contractual arrangements made with
organisations ext S Wales and inherited by the Collaborative in respect

The findings iew suggested steps/actions for the Collaborative to take to
address i Ised within the review. It was acknowledged the report had
been wri y and that things have moved on considerably since then, and
much as been undertaken by the Collaborative with support from the
am in Shared Services and staff in Public Health Wales.

ded to the report and updated the Committee;

e The Collaborative was to present a paper to their governing body, the
Collaborative Executive Group, comprising the Chief Executives of Health
Boards, Trusts and Strategic Health Authorities (SHAs) at its upcoming
September meeting.

The Collaborative was ensuring that all expenditure had been properly made
in the year ending 31 March 2021.

Considerable work has been undertaken by staff in the Collaborative, Public
Health Wales and the Health Boards, which had meant that financial
settlement had been possible in all cases.
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Plans for the current financial year were ongoing, funding streams were uncertain
and confirmation of some streams were still awaited. All staff have been made
aware of procurement requirements and that each procurement must have an
audit trail which goes back to a decision made by a formally constituted group
which has its documentation appropriately recorded.

Discussions were underway with Digital Health and Care Wales (DHCW) and Shared
Services with the possibility to enter into agreement with the bodies of forming a
framework agreement. Clarity of income streams was required fQ is to proceed.

DE thanked MD for his approach and for his verb
arrangement and process for the role of Public
from the Collaborative and to receive assu
meeting between TC, HG and MD be imple
the short term, after three months, a
submitted to TC and HG for revie nd
monthly meeting.

ggested that a six monthly
ith a 12-monthly review. In
port on the action plan should be
would be discussed at the first six-

DE asked that in addition to thosefpropesals, MD should immediately report to the
Audit and Corporate Gove mittee any cause for concern which might
arise so that it can be i i d as soon as possible.

HB noted that MD had @ his concerns to the Committee and it had proved a
valuable exercisg’in re g what had developed into a complex issue.

DE thanked4D atténding and discussing the matter with the Committee. The
Committ the advisory report, noting the agreement for MD to report
n to the Committee as the agreed actions were implemented.

d the Committee there was nothing to report to the Committee.

HG gave a verbal update, advising the Committee that the organisation was
forecasting a break even position, having recently presented ‘Month Five’ reports
to Welsh Government. The capital programme spending was continuing as normal.
Directors were in the process of developing detailed spending plans.

The Committee accepted the verbal report.
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The Committee received the Procurement Report paper (ref 3.6 ACGC 150921).
AF briefly explained the Single Tender Actions (STAs) and Single Quotation Actions
(SQAs) listed in the appendices; an additional column had been included within
Section 3 to highlight the number of file notes, a retrospective endorsement by
procurement.

The Committee asked for clarity on the use of a transparency notice. AF explained
this was a Voluntary Ex Ante Transparency (VEAT) Notice, which was used to notify
the market of an intention and justification for a direct award.

HG responded to a question regarding staffing levels within the 2 Team, and
during the
ivé”rate could not
continue without the support of Shared Services, | staffing being

secured within Public Health Wales.

The Committee took assurance that procur ctivity was being undertaken
in line with Standing Financial Institutions,

The Committee received the Loss
150921).

ial Payments paper (ref 3.7 ACGC

The Committee asked if t x-gratia payments was of concern. AF
confirmed that these were evels and suggested a trend graph could be
provided in future. D s his matter could be monitored and reported back
to the Committee if a of'toncern were identified.

The Committee
made in accord

ance that all losses and special payments had been
the requirements of the Standing Financial Institutions.

eived the Corporate Risk update paper (ref 3.8a and b ACGC
advised the Committee of ongoing significant work to update the
isK Register to reflect ongoing changes relating to the pandemic.

rk to update Risk 004, 100 and 101 had been received earlier in the
morning from NL; A dedicated resourcing and recruitment team was in place to
support business case induction and to ensure full staff induction. Additionally,
support and training was being provided to line managers. Regarding Risk 100,
work was ongoing to improve compliance; Risk 101 was being considered within
the context of the long term people strategy review.

Risk 001, which related to screening services, was reliant upon additional funding
from Welsh Government for which a decision was awaited. AF noted that in the
meantime, progress with the screening recovery plan was continuing using agreed
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slippage on other investments until confirmation was received from Welsh
Government on the funding.

The Committee asked for clarification regarding the status of the Corporate Risk
Register in the light of the ongoing refresh to the approach to risk. RBW advised
the Committee that there were ongoing plans update the risk registers in the
context of recovery, and to develop a three-year risk development plan.

The Committee accepted the Corporate Risk Register presented and accepted the
proposed changes to the action target dates.

The Committee received the Information Governance
Quarter 4 2020/21 and Quarter 1 2021/22 (ref 3.9a,

y Report papers for
GC 150921).

RBW highlighted the following:

e Compliance with the Information Go
training was below target within
comparison between the quarterly gep ed an improving position. HB
noted that compliance had imp in the directorate, and that as a
small team even minor chan ma ignificant impact;

e The amount of time spent ed of information (Fol) requests and

subject access requests lighted; the information Governance team
had worked to find ways to Streamline the process to improve this.
The Committee took assurance that the Information Governance Management
System was working effectively. ®

statutory and mandatory
nd Corporate directorate;

The Committee ecelve the Data Breach update papers (ref 3.10a and b ACGC
150921), p e progress made against the action plan which was
to the data breach in the Communicable Disease Surveillance
ugust 2020.

o ogress was belng made on individual breaches; work was outstanding or
d d in some areas due to external reasons.

e A Peer Review had been suggested, the body identified to undertake the review
had been unable to complete the work because of time constraints. Discussions
had recently taken place with Iain Bell to address this and this work was been
addressed through Integrated Governance processes as a pilot of the model.

The Committee asked for an indication of when the action plan would be completed,
and reported back to the Committee, RBW noted that it was anticipated that the
actions listed would be completed by the target of 31 December 2021, however,
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she stressed that this date was reliant upon the external organisation(s) being able
to undertake their peer review

The Committee asked for an update on the Data Breach action plan be provided at
its next meeting in January 2022.
Action: RBW / LB

The Committee:
e Considered and took assurance on the progress of the data breach action

plan.

150921).

ke; RBW reminded
ntegrated Governance

The report outlined the current status of the work bei

"%@perational findings from the
pilots would be summarised and pres e Audit and Corporate Governance

Committee at a later date.

The Committee asked that as pait of'this update on the pilots, that an indication of

the impact of the Integrated,Govetna Model be included, such as an outline of

the improvements that had ified as a result, or any changes to practice.
o N

The Committee took assurance on the progress of the work on the Integrated

Governance model.

The Committee Feceived the Declaration of Interests update paper (ref 3.12a, b, c
andd A . The Committee accepted the report.

e:
ived assurance on the implementation of the Standards of Behaviour
and the Declarations of Interest, Gifts, Hospitality, Honoraria and
nsorship Procedure.

e Noted there were no areas of concern to raise to the Committee’s attention.

The Committee received the Strategic Risk Register update paper (ref 3.13 ACGC
150921). RBW noted that the Board had agreed that it was agreed that there was
a requirement for the ‘Strategic Risks’ to be reviewed and re-articulated in the
context of the response to and recovery from the COVID-19 Response. As a result
of this review, five new ‘Strategic Risks’ were identified and the risk descriptors
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were subsequently agreed by the Board with the understanding that further work
would be undertaken to complete the controls and identify appropriate actions to
mitigate these newly identified ‘Strategic Risks’

The Committee:
e took assurance that development of the Interim Strategic Risk Register
and its format is progressing and would be submitted to Board for approval
in September 2021.

The Committee received the Internal Audit Action Log
150921). LB informed the Committee of progress since
the Committee on 5 May 21.

as last before

DE reminded the Committee that whilst the pande
implementation of recommendations would hav
approved a number of changes to the deadlin te
the Committee would expect to see this nc
moved to focus on recovery.

accepted that the
yed, and as such had
the past. It was agreed that
nging as the organisation

DC asked if a traffic light system co
of actions being met within the de
and added that the level of risk
this clearer with the date bej

uced in future to show the likelihood
tip ed. HB agreed with this suggestion,

the Ratification of Chair’s Action paper (4.2 ACGC
ere approved by Chair’s Action in July due to the need to

150921).Th
adopt th

e:
oted the occasion where Chair’s Action was taken;
ceived assurance that the actions were taken in accordance with
ection 2 of Standing Orders;
. Ratified the Chair’s action to approve:
o (1) the All Wales Information Governance Policy
o (2) the All Wales Information Security Policy
o (3) the All Wales Internet Use Policy.

The Committee received the minutes of the last meeting (4.3a, b and ¢ ACGC
150921).
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The minutes received were accepted as a true and accurate record of the meeting.

The Committee considered the action log and agreed to close four actions points.

The Committee received the Counter Fraud Progress Report Paper (ref. 5.1 ACGC
150921).

Wednesday, 15 January 2022, 09:30, Room 3.7 Public H
Quarter and via Microsoft Teams

les, Capital

The Committee noted that the Committee papers, w
3.1 Cyber Security

3.6 Procurement Report

3.7 Losses and Special Payments

DE thanked everyone for their contrib
some feedback as to the effective i he meeting. DE invited any further
feedback via email post the meeti

QO
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